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PRESENTATION

The significant increase in violence has directly or indirectly affected all Bra-
zilians. Knowing the problem and assuming it as a public agenda priority is
extremely important.

To meet this urgent need and expand the knowledge regarding criminal is-
sues, we have developed the Observatorio de Mercados Ilicitos da Federagdo
das Industrias do Estado de Sdo Paulo (Fiesp) (lllicit Trade Observatory of the
Federation of Industries of the State of S&do Paulo), by means of the Safety
Department (Deseg).

The Observatory brings information regarding the impacts of criminality on
the productive sector and the paulista society. The main actions are the Year-
book and analysis reports regarding the Illicit Trade in Sao Paulo, independent
indicators to measure the impacts of violence on the society, which shall allow
monitoring criminal activities and evaluating the performance of the crime
control measures executed by the State and society.

We know that reducing the levels of violence and criminality depends on com-
bating illicit trade, reducing the profit margin of this type of trade, and reduc-
ing the acquisition of products in the illegal market.

Fiesp and Ciesp (Centro das Industrias do Estado de Sdo Paulo - Sdo Paulo In-
dustry Center), by means of Deseg, have developed the lllicit Trade Observa-
tory with the purpose of forming a positive agenda, offering technical infor-
mation so that, with the contribution of entrepreneurs, associations, rulers,
and the entire society, we are able to, together, combat the growing wave of
violence to which we are all exposed.

This is Fiesp, as part of the organized civil paulista society, contributing objec-

tively and pragmatically to preserve life and for the welfare of S&o Paulo.

Paulo Skaf
President of Federacdo das Industrias do Estado de Sdo Paulo, Fiesp, and
Centro das Industrias do Estado de Séo Paulo, Ciesp.
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INTRODUCTION

The 2016 Yearbook: The purpose of the Transnational lllicit Trade in S&o Paulo is to
produce information regarding illicit trade in nine (9) industrial sectors, revealing the
size and impacts of these fields of criminal economy in the State of S&o Paulo.

The presence and growth of criminal economy is a very serious public prob-
lem, with economical impacts that directly affect the productive sector (industry and
trade), with profit, job, and investment losses, and, above all, social impacts that di-
rectly affect the citizens due to the increased risk of victimization of crimes that nur-
ture the Transnational Illicit Trade (MIT) in S&o Paulo and due to the degraded life
quality in the State.

The Yearbook is a contribution of the Fiesp lllicit Trade Observatory to ex-
pand the diagnosis of the problem, in order to subsidize State, private sector, and
civil society control actions. Our main goal is to “shed a light on the problem” and,
therefore, information is essential. This is why the MIT Yearbook brings technical infor-
mation regarding the production volume and value of illicit trade, because the losses
and criminal violence produced are directly connected to its “economic strength”. In
other words, the epidemic incidence of crimes and the profound feeling of insecurity
in S&o Paulo are directly related to the profit of suchiillicit trade and, mainly, to the low
risk faced by criminal activities.

We understand that diagnosis is the first step to reverse this scenario. Identi-
fying and analyzing the main illicit trade allows the society to define priorities to face
the problem. In the same fashion, it is essential to reveal the specificities the prevent
MIT control, and we believe that the main issue consists of transnational “phases and
elements”, and therefore that require control actions inside and outside State limits.

After advancing to the diagnosis stage, we must employ efforts to control it.
Regarding this aspect, the agenda of the Observatory includes solution forums, with
the purpose of building, together with the civil society, private sector, public agents,
and transnational agencies, a pragmatic agenda to face and control the MITs in the
State of S&o Paulo and Brazil.

ILLICIT TRADE: A NEW PHENOMENON

The purpose of advancing in the problem diagnosis stage requires accurate problem
definition. Therefore, it is essential to understand that we face a new criminal phe-
nomenon: the transnational illicit trade. Thus, the best way to begin the diagnosis is
to conceptualize them accurately.

First of all, it is essential to understand that MITs are not just criminal defini-
tions, such as contraband or piracy, or event cargo theft or robbery, for example. All of

these crimes are MIT operational means, and therefore are part of it and not synonyms.

It is very important to emphasize this difference, because when dealing with
the problem of illicit trade, we tend to associate it to contraband and piracy, ignoring
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that it is also composed by other criminal definitions, such as robbery, theft, corrup-
tion, and money laundering, resulting from the commercialization of illegal products
and services.

Besides that, by using the term Transnational lllicit Trade (MIT), we refer the
reader to the profitable drugs, guns, and contraband markets that affect most of the
countries. However, although thisis a correct perception, it is inaccurate and incomplete.

MITs are or arise from shared offers, in regional and international scale, of drugs,
guns, stolen, robbed, smuggled, counterfeited, or pirated products, which meet the
demand of internal and external consumers of the recipient country, by means of gov-
ernment corruption and laundering resources to ensure the acquisition and usage
of illicit profit, forming a real transnational criminal economy. Therefore, MITs - and
not just the criminal definitions, contraband or cargo theft individually - are a public
problem to be faced as a priority.

The transnational character of the illicit trade results from the demand and
offer stages are operated (acquisition of inputs, production, transportation, storage,
retail, and wholesale), not restricted to a single country nor a single sector, since the
logistics and financial operators deal with transportation and shared profit from sev-
eral illegal products at the same time, such as vehicles, clothes, medications, elec-
tronic devices, foodstuff, and tobacco'.

In light of the above, we understand how adequate the definition of MIT used
by the Task Force on Countering Illicit Trade of the Cooperation and Economic Devel-
opment Organization (OCDE) in the Converging Criminal Networks (2015), formulated
by Williams, in which the illicit trade consists of the presence, combined or isolated,
or offer of one of the following four (4) categories of illegal products and services®:

1. Forbidden products and services, such as drugs and sexual trade.

Irregular sale of commodities, such as antiques, fauna and flora, products
that violate intellectual rights (piracy), and products not adapted to local
standards.

3. Sale of products outside the target market, without paying the local con-
sumption taxes, such as cigarettes and alcohol (contraband and embezzle-
ment).

4. Sale of stolen goods, such as cars and electronic devices.

Therefore, from this “operational definition”, we are able to analyze the trans-
national criminal economy from two arrays or types of illicit trade: those that com-
mercialize originally illicit products, such as drugs and guns, which we shall herein
call “primary MITs”, which count on plenty information and concern of society and the
State, and the markets of originally legal products that are commercialized illegally,
such as vehicles, tobacco, foodstuff, clothes, and electronic devices, which we shall

T UNITED NATIONS GLOBAL PROGRAM AGAINST TRANSNACIONAL ORGANIZED CRIME. Results of a Pilot Survey of Forty Sected
Organized Criminal Groups in Sixteen Countries, 2002. Available at: https://www.unodc.org/pdf/crime/publications/Pilot_survey.
pdf. Accessed on: 07/29/2016; NAIM, M. licito: o ataque da pirataria, da lavagem de dinheiro e do trafico @ economia global. (Illicit:
the attack of piracy, money laundering, and traffic on the global economy) Rio de Janeiro: Zahar, 2006.

2 WILLIANS, P. Crime, illicit markets, and money laundering, carnegie endowment. In: TASK FORCE ON COUNTERING ILLICIT TRADE/
ORGANISATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT. Converging Criminal Networks, 2015. p. 107. Available at:
http://carnegieendowment.org/pdf/files/mgi-ch3.pdf. Accessed on: 07/20/2016.
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herein call “secondary MITs”, regarding which there is little information and attention.
In common, both are highly profitable, even with similar figures.

The Yearbook s a structural analysis of secondary MITs in Sdo Paulo. We shall
demonstrate how they are highly profitable (compared to the profitability of primary
MITs) and how they promote a significant part of the criminal violence in the State
(competing with the violence produced by drugs), mainly due to the robbery epi-
demics (cell phones, vehicles, in restaurants, companies, etc.). Besides terrorizing the
paulista society, the secondary MITs also cause great criminal damage, by means of
industrial sector product robbery, theft, counterfeiting, and contraband, which nega-
tively affects the productive sector and industrial competition.

The high profitability of secondary MITs is no coincidence: There is high
demand for illicit products in Sdo Paulo, from vehicles to electronic devices, in-
cluding clothes, cigarettes, and perfumes. This demand served by illicit offer of
criminal networks results from the low risks associated to illicit activities.
There is little information regarding the phenomenon Relatively, the primary
MITs, which are also growing, receive more attention from the society and the
State than secondary MITs, which results in a clear confrontation agenda for the
first, but a residual agenda for the latter (many times inexistent). After all, how do
you fight an unknown enemy?

Before this scenario, we understand that the base of public knowledge re-
garding secondary MITs must be expanded urgently, including the connection be-
tween the primary MIT confrontation analysis and strategy.

In view of such need, the Fiesp lllicit Market Observatory shall produce in-
formation that contributes to answer questions such as: what is the level of profit-
ability of secondary MITs? What is the level of criminal violence resulting from them?
Who are the victims? Are the several MITs interconnected? How much the compa-
nies, State, and society lose economically with their existence? What are the best
control strategies?

Part of these questions shall be answered when we reveal the profile of the
MITs in Sao Paulo, their social and economical impacts, and their high profitability.
This is what we present in the 2016 Yearbook: Transnational lllicit Trade in SGo Paulo.
Therefore, it is organized according to the following sequence.

In the first chapter, we present brief historical aspects, theoretical foun-
dation, and characteristics of the MIT phenomenon, resulting from economical
globalization. The report presents elements of the Political Science, International Re-
lations, and Modern Criminology fields, which broach the phenomenon that affects
Séo Paulo so much.

In the second and third chapters, we present a study of the illicit segment
of nine (9) paulista industrial sectors, for which we analyze the dimension of lost
profits, work positions, and taxes caused by illicit activities, considering the produc-
tion and costs of the legal segment. Besides that, we reveal the evidences of their
connection, elements that suggest the existence of an integrated criminal economy
in the State.



In the fourth chapter, we address the direct and indirect impacts of the exis-
tence of secondary MITs in Sdo Paulo, and present the crimes related directly to the 9
secondary MITs and the data from the first Industry Victimization Report, in order to
measure the impact of the MITs over the paulista industrial activity.

Finally, we address the MIT solution perspectives, focusing on organizing a large fo-
rum of solutions guided by real directives to control such markets.
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ILLICIT TRADE, THE
TRANSNATIONAL
CRIMINAL ECONOMY

The purpose of the first part is to introduce the reader to the history, foundation, and
characteristics of the transnational illicit trade, since the Yearbook is a form of mea-
suring this criminal phenomenon (specifically the secondary markets), responsible
for the main criminal problems that affect the society and industry.

MIT IN ECONOMY, LAW, POLITICS, AND
INTERNATIONAL RELATIONS

The analysis of the criminal problem by means of a modern economics-based ap-
proach, in terms of the offer and demand of illicit products and services, has a tradi-
tion of almost seventy (70) years. Itis based on Modern Criminology, especially on the
Crime Economy Theory, developed by researchers such as Fleischer, Tullok, Ehrlich,
and mainly North-American economist Gary Becker, winner of the 1992 Economy
Nobel Prize, who started the modern approach with the seminal “Crime and Punish-

»3

ment: an Economic Approach™ article. This allows comprehending the contempo-

rary MITs as the current evolutionary stage of criminal activity.

The illicit trade is operated by complex networks of local and foreign crim-
inals who integrate the several stages of illicit production (cultivation/robbery, stor-
age, transportation, distribution, and sales) and ensure the offer of illegal products in
any location with consumers, making use of the Internet to produce, negotiate, and
sell products.

These networks are a significant part of what Modern Criminology calls
Transnational Organized Crime (COT)*, a type of criminal organization that is different
from former gangs, mob, and cartels in the 70’s and 80’s, based on a pyramidal hier-

3 BECKER, G. Crime and Punishment: an economic approach. Journal of Political Economy, v. 76, n. 169-217, 1968.

* ALBANESE, J. S. The causes of organized crime: do criminals organized around for crimes or do criminal opportunities create new
offenders? J. Contemp. Crim. Justice, v. 15, p. 409-423, 2000; UNITED NATIONS GLOBAL PROGRAM AGAINST TRANSNACIONAL
ORGANIZED CRIME. Results of a Pilot Survey of Forty Sected Organized Criminal Groups in Sixteen Countries, 2002. Disponivel em:
https://www.unodc.org/pdf/crime/publications/Pilot_survey.pdf. Accessed on: 7/29/2016.
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archic organization, strongly dependent of charismatic leaders. The United Nations
Convention against transnational organized crime is a milestone of the beginning of
the analysis of the MIT operational network phenomenon?®.

Today, the groups of criminals operate as networks, a type of “horizontal”
organization based on connections between crime experts: sellers of guns or informa-
tion, carriers, corrupt agents, criminal labor, money laundering, among other opera-
tors with functions determined by illicit business opportunities. In this model, the hi-
erarchic leadership is replaced by criminal entrepreneurship as the decisive element
of success, characterized by the ability to explore the deficiencies of the Criminal Jus-
tice System (SJC) - police, public ministry, judiciary, and prison system - and efficiently
use the several connections existing in the network, generating increasingly profitable
and violent criminal business.

The networks assume the existence of strategic “nodes’, that is, central per-
sons or groups, for the success of criminal negotiations and actions. As a rule, this in-
cludes corrupt money launderers, logistics operators, or public agents, who are able
to facilitate or impair criminal business. Evidently, the crime control public policies
are more successful as long as they are able to identify such “nodes” and build strate-
gies to dissuade them.

In parallel, in the Political Science and International Relations fields, the
crime globalization phenomenon has been emphasized, in 1993, by Paul Kennedy®,
as one of the “great non-military dangers to the safety and well-being of nations”, by
describing the new challenges for international safety, foreseeing the formation and
expansion of the Transnational lllicit Trade. Thirteen years later, Moisés Naim, in his
famous work /licitos (lllicit), describes the emergence of the MITs as an effect of the
globalization of legal trade and the low capacity of governments in perceiving and
containing the new problem’. Naim highlighted the MIT shared logistics and finan-
cial chains, operated by transnational organized crime networks, corrupt politicians
and public agents, and even terrorists.

DEVELOPMENT OF MITS, AND UN AND OCDE
APPROACHES

The drug trade was the first large transnational illicit trade. From the cultivation of
the plants that originate marijuana, cocaine, and heroin, the production and main
consumer markets are spread in different countries. Therefore, the geographical con-
dition required, since the beginning, the development of a structured transnational
logistics chain, enabled by another transnational chain: finances. The scale develop-
ment, starting in the 70’s and 80’s, enabled the shared logistics and financial chains
with the illicit guns and contraband trades, starting the era of globalized criminal
economy in the following decades, characterized by the connections between the dif-
ferent illicit trades in different countries, among them Brazil.

® UNITED NATIONS CONVENTION AGAINST TRANSNATIONAL ORGANIZED CRIME AND THE PROTOCOLS THERETO. Palermo
Convention, 2000. Available at: https://www.unodc.org/documents/middleeastandnorthafrica/organised-crime/UNITED_NATIONS _
CONVENTION_AGAINST_TRANSNATIONAL_ORGANIZED_CRIME_AND_THE_PROTOCOLS_THERETO.pdf. Accessed on: 07/27/2016.

® KENNEDY, P. Preparando para o século XXI (Preparing for the 21st century). S3o Paulo: Campus, 1993. p. 12.

" NAIM, M. llicito: o ataque da pirataria, da lavagem de dinheiro e do tréfico a economia global (lllicit: the attack of piracy, money
laundering, and traffic on the global economy). Rio de Janeiro: Zahar, 2006. p. 203-219.

14 TRANSNATIONAL ILLICIT TRADE IN SAO PAULO - 2016 YEARBOOK



In 2007, the Cooperation and Economic Development Organization (OCDE),
in its The economic impact of counterfeiting and piracy report, identified and de-
scribed several illicit trades besides drugs (vehicles, guns, tobacco, medications,
electric components, clothes, foodstuff and agricultural products, electronic devices,
hygiene products, and chemical products), considering the impact on collection, em-
ployment, income, environment, and health, besides the increase in violent crimes
such as robberies®. In 2010, the United Nations (UN), by means of the United Nations
Office on Drugs and Crime (UNODC), together with Interpol, organized the The global-
ization of crime: a transnational organized crime threat assessment report on trans-
national organized crime, identifying it as a great risk to world safety, operating the
criminal networks of severaliillicit trades®.

In 2013, OCDE created an agency to deal exclusively with the problem of MITs,
the Task Force on Countering Illicit Trade (TF-CIT), consisting of enforcement public
agencies, governments, industrial associations, companies, banks, and universities to
promote the diagnosis of the phenomenon and, in a second moment, a transnational
confrontation agenda based on good practices executed in participating countries.
The fourth meeting of the group was held on April, 2016, with the participation of
Fiesp, as the only representative from Brazil, to provide the results of the diagnosis
stage, by means of the Converging Criminal Networks (2015) report, in order to start
organizing the problem control agenda 10%.

MIT CHARACTERISTICS

We shall move on to the introduction of a summary of the characteristics of the cur-
rent transnational illicit trade, emphasizing the main effects and operators after pre-
senting the three (3) main characteristics:

«  Transnationality. The main innovation of the current illicit trade, the con-
cept of transnationality was precisely defined in the United Nations Conven-
tion against Transnational Organized Crimell, and therefore an illicit trade
is transnational when: (1) it is committed in more than one State; (2) com-
mitted in one State by with substantial preparation made in another State;
(3) committed in one State, but with the group’s criminal organization estab-
lishmentin another State; and (4) committed in one State, but with substan-
tial effects on another State. As this is a defining contemporary characteristic
of illicit trade, it became a complementary part of the denomination of illicit
trade.

+ Interdependence between markets. The quick expansion of illicit activ-
ities occurred (and still occurs) due to the shared financial and logistics
chains. In the first chain, the money available from the profit of drug MITs
has financed, as “working capital’, the expansion of the gun and other
product trade in the 60’s up to the 80’s, and then shared the same mon-

8 AVERY, P. et al. The economic impact of counterfeiting and piracy. OECD Publishing, 2007. Available at: https://www.oecd.org/

sti/38707619.pdf. Accessed on: 07/20/2016.

°® UNODC. The globalization of crime: a transnational organized crime threat assessment, 2010. Available at: https://www.unodc.

org/documents/data-and-analysis/tocta/TOCTA_Report_2010_low_res.pdf. Accessed on: 07/20/2016.

10 TASK FORCE ON COUNTERING ILLICIT TRADE/ORGANISATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT. Converging
Criminal Networks, 2015. p. 107. Available at: http://carnegieendowment.org/pdf/files/mgi-ch3.pdf. Accessed on: 07/20/2016.

' UNITED NATIONS CONVENTION AGAINST TRANSNATIONAL ORGANIZED CRIME AND THE PROTOCOLS THERETO. Convengao de
Palermo, 2000. Available at: https://www.unodc.org/documents/middleeastandnorthafrica/organised-crime/UNITED_NATIONS _

CONVENTION_AGAINST_TRANSNATIONAL_ORGANIZED_CRIME_AND_THE_PROTOCOLS_THERETO.pdf. Accessed on: 07/20/2016.
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ey laundering structure. For the logistics chain, the sharing takes place by
means of the same agents (carriers, corrupt law enforcement agents, etc.),
means, and safe drug, guns, contraband, and stolen cargo transportation
and storage routes. An example of logistics sharing is the frequent case
of stolen vehicles being used to carry cigarettes and drugs between Brazil
and Paraguay. Therefore, the success or failure of an illicit trade tends to
affect the others or change the shared operational costs (routes, storage,
agent corruption, etc.).

«  Profit and violence are correlated magnitudes. The most profitable illicit
trades tend to be amongst the most violent, be them the original trade -
such as drugs and guns - or the secondary trades (illicit segments of a legal
sector) - such as vehicles and electronic devices. The higher profitability of
illicit trades tends to increase the competition between its operators, which
incentives the use of violent strategies to “acquire” the products, especial-
ly when acquired by means of robbery (electronic devices, vehicles, cell
phones, watches, etc.). Therefore, the aggressiveness arising from the com-
petition results in the general expansion of the gun MIT. At a second mo-
ment, the violence evolves to confrontation between MIT operators (gangs
or mob who operate the networks), as a form of “solving” market disputes,
such as defending original market points of purchase (mainly drug markets)
orsecondary MITs, in which the gangs that operate the points of purchase of
contraband defend them from possible competitors using violence.

INCREASE IN VIOLENCE: THE MAIN EXTERNAL
FACTOR

Theincrease in crime caused by the search for products and maintenance of services
(such as sales of illicit products) for the illegal markets by the criminal networks is the
main negative external factor of MITs. The crimes resulting from the MITs can be
rated in two (2) categories:

«  Direct crime, which is the “illicit production” itself, that is, is committed
when acquiring products by means of product robbery, theft, contraband,
embezzlement, counterfeiting, and piracy.

« Indirect crime, which occurs during illicit production or provision of illicit
services, that is, theft, homicides, rape, attempted homicides, injuries, traf-
fic,and mainly passive and active corruption practiced in order to enable the
acquisition of illicit products.

Both are practiced by criminal network operators against persons and companies.

There are other external factors besides the increase in direct and indirect
crime, such as degradation of the social environment, with the increased perception
of insecurity, increased disorder, real estate depreciation, as well as insecurity costs
(due to damaged/lost goods, insurance, electronic security, private security, etc.) and
increased cost and pressure on the criminal justice system.

There is a third factor as a result from two factors of increased aggressive-
ness (profit and competition), which is connected to the execution of direct and in-
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direct crime: increased confrontation with the police. Access to firearms, inefficient
investigation and criminal procedures, and possibility of high profits incentive the
operators to react violently when caught by the police (moment of highest or only
risk of going to jail), increasing the number of armed confrontations between both
parties. The effect of a firearm MIT developed in the country maximizes the level of
criminal violence, not only against the police at the time of the very act, but also
against the victims of robbery and theft, increasing fatal events.
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TRANSNATIONAL
ILLICIT TRADE
IN SAO PAULO

The State of S&o Paulo houses the biggest consumer market in the country, and if in
the legal business the State represents a large part of the national cumulative - up to
33% of the Brazilian gross domestic product (GDP) in the year of 2012, according to
the Brazilian Geography and Statistics Institute (IBGE) - the illicit trade might be rel-
atively even more representative, since Sdo Paulo is tine final destination of several
national and international contraband and embezzlement routes and has the highest
number of theft and robbery in the country.

The State is provided with roadways, ports, and airports that are better
than the country average, and counts on the largest metropolis in South America,
connected to the rich and strategic metropolitan regions of Campinas e Santos. Itis
close to large consumer centers, such as Rio de Janeiro, Belo Horizonte and Curiti-
ba, which makes it a “platform” for the arrival and departure of merchandise from
the United States, Europe, and Asia. Besides being a powerful consumer, this makes
the State the main trading post for illicit merchandise in the country. In other words,
Sao Paulo is the center of transnational criminal economy in the country.

ILLICIT PRODUCTION

The internal illicit production consists of robbery and theft committed against sever-
al persons and companies: pedestrians, bakeries, drivers, taxis, pharmacies, clinics,
factories, stores, banks, cargo carriers, among others. Considering the underreport-
ing estimates, the calculated number of robberies is approximately 80,000 cases/
month in the State.

In this first survey, we have not considered production of “illegal factories”,
very common on the cleaning, hygiene, and clothing fields, among others, but that
shall be the object of the next survey studies.
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Foreign illicit production consists of traffic, contraband, and embezzle-
ment or products such as drugs, alcohol, cigarettes, clothing, electronic devices,
watches, and slot machines, among other products, which arrive at the State to be
consumed or re-submitted to other States and countries. The set of “illicit produc-
tive activities” is completed by national or foreign counterfeiting and piracy.

The State is the main destination of external illicit production. Products
arrive at the State by roadways, airways, and waterways, proceeding from coun-
tries such as Paraguay, Bolivia, Peru, Colombia, Uruguay, Argentina, China, United
States, South East Asia, and Europe. This condition is confirmed by the results
of the Customs control agencies. The monthly seizure figures registered in 2014
and provided by the Federal Revenue Office show that the 8th Fiscal Region (RF)
- Sdo Paulo - is responsible for 32.8% of all seizures made in the country, the first
among the fiscal regions, even not being a bordering RF. After that, the regions in
which the MIT logistics chain operators, 1st (DF, GO, MT, MS, and TO) and 9th (PR
and SC) Fiscals Regions, which include the States of Mato Grosso do Sul, Parana,
and Santa Catarina - States that, besides being consumers, serve as logistics cor-
ridors between the main borders and Sdo Paulo —, accounted for 38.7% of the
total seizures. Therefore, adding up the seizures from the 1st, 8th, and 9th Fiscal
Regions, which corresponds to the paulista territory and the States that provide
the main access routes to Sdo Paulo, accounted for 71.5% of the total seizures
in the Brazilian territory. In 2015, this percentage reached 73.4%.

12/15/2015 10:56 am - Updated on 12/15/2015 10:58 am

Federal Internal Revenue Service confiscates 20 tons of falsified products from China in SC

Cargo estimated in BRL 10 million was confiscated at the Navegantes Port. Sunglasses, clothing and sportive
products of famous brands will be destroyed.

A container with 20 tons of falsified goods was confiscated by the Federal Internal Revenue Service at the
Navegantes Port, on the coast of the Santa Cantarina State. The products were imported from China and were
headed to Séo Paulo. The estimated value of the cargo is BRL 10 millions.

Another evidence of the level of transnationality of the criminal activity in
Sao Paulo is the evolution of arrests of foreign transnational criminal network oper-
ators. The data presented by the National Penitentiary Department (Depen) show a
growth of 123% in the number of foreigners arrested in Brazil during the period from
December, 2005 up to June, 2013, period of expansion of MITs in Brazil, as well as
the data from the S&o Paulo Penal Administration Secretariat (SAP), which showed
an increase of 23% in the foreign prison population between the years of 2009 and
2014. These are Americans, Bolivians, Paraguayans, Nigerians, Peruvians, Colombi-
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ans, South Africans, Romanians, Spaniards, Italians, Lebanese, Serbians, Chinese,
among others, who operate the productive, logistics, and financial chains of the
illicit trade in Sdo Paulo, with special emphasis to the operators of drug traffic, guns,
electronic device robbery, vehicle theft , and contraband activities.

ILLICIT PRODUCTION EVALUATION METHODOLOGY

Quantifying the volume of illicit production is a specific challenge, due to the difficult
access to reliable data and even defining the products and values that are the targets
of the transnational criminal networks. Therefore, we have chosen to develop a con-
servative methodology regarding the inclusion of real product and estimate dimen-
sions, reducing the data sources to public seizures and underreporting estimates. This
provides a lasting source, in order to measure the evolution of the problem, which is
the main technical goal of the Yearbook.

To quantity the impact of secondary transnational illicit trade in the paulista
economy, we have considered the demand for product, be it illicit by being produced
by the national industry or “produced” by theft, robbery, contraband, embezzlement,
counterfeiting, and piracy, and the offer, by means of the production figures of both
segments (legal and illicit).

The legal demand is calculated by means of production data and the pro-
duction amount stated directly by the industrial associations or by IBGE. We calculat-
ed the work positions and salary income per product based on the same statements.

Theillicit demand is calculated by means of “internalillicit production” data,
given firstly by the total robberies and theft (cargo and vehicles) estimated per mar-
ket segment (public registry and estimated underreporting) in the State of S&o Paulo,
transformed in figures based on the value stated by the victim (as in some cargo theft
cases) or the value of the legally-produced good, applying an average depreciation
per type of product and estimated use.

Afterwards, the “external illicit production” is given by the value of products
seized by the Federal Revenue Office in the red and yellow channels and inspection
operations. The result of these efforts is multiplied for the total inspections cleared in
the green channel, in order to estimate the total seizures that would occur if the Inter-
nal Revenue Office applied the inspection method over all channels and obtained the
same performance. This method is applied in 100% of the seizures executed in Séo
Paulo (8" Fiscal Region) and in 70% of the “corridor” regions, which include the States
of Parand and Santa Catarina (9" Fiscal Region) and 80% of Mato Grosso do Sul (1%
Fiscal Region), because evidence shows that the final destination of such seizures is
the State of Séo Paulo, including the fact that the MS and PR border inspection posts
are the closest to the State of S&do Paulo and many smugglers arrested saying that the
final destination of the cargo was Sao Paulo*2

The option to monetize the illicit production allows us to observe a “real”
illicit trade that has also been affected by inflation and retraction/expansion of the

22 INSTITUTO DE DESENVOLVIMENTO ECONOMICO E SOCIAL DE FRONTEIRAS (IDESF - BORDER ECONOMIC AND SOCIAL DEVELOPMENT
INSTITUTE). O custo do contrabando (The cost of contraband). Available at: http://www.idesf.org.br/publicacoes/72-o-custo-do-

contrabando.html. Accessed on: 07/27/2016.
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paulista consumption capacity, and to allow the effects of competitive improvement,
in terms of price formation, of the legal production over theillicit production/demand.

The methodology to estimate the total illicit production is conservative, main-
ly regarding external production, because it has major consideration for the inspection
capacity of the control agencies (Police and Federal Revenue Office), and therefore is
subject to their performance. We know that a considerable part of the products enter
the country by means of border points without formal inspection, consisting an import-
ant inlet flow that cannot be estimated, which limits the estimation to access points
with formal inspection. We understand that this is sufficient at a first moment, because
we need reliable information regarding the phenomenon and the variation of incidence
over time, in order to understand the dynamic of illicit trade regarding the flow, variety
of products, and attractiveness of the paulista illicit consumer market.

The data and information sources used to estimate the illicit trade, and
mainly the impact to the society and State, are found in Annex Il. Specific clarifications
may be provided by means of direct request to Deseg?.

TRANSNATIONAL ILLICIT TRADE AND THE
PAULISTA INDUSTRY

We estimate that the primary and secondary illicit trades have made in Sdo Paulo, in
2015, approximately RS 13.26 billions.

The secondary MITs considered the estimates resulting from illicit activi-
ties in nine (9) markets only, namely: foodstuff, automotive, toys, electronic de-
vices, hygiene, medications, chemicals, tobacco, and clothing. Other important
MITs, such as jewelry, cleaning, games and accessories (such as glasses), were left out
of the Yearbook due to the difficulty faced in obtaining data on the sectors and related
seizures, but shall be considered in future surveys.

With illicit agents being a direct competition of the paulista industry, itis pos-
sible to state that the productive sector of the State of Sdo Paulo suffers the most with
these criminal activities, especially for having to face unfair competition and lose con-
siderable shares of its consumer markets to the illicit trade. As a result, the Yearbook
data shows that losses in work positions, income, and taxes are also significant.

Therefore, we shall demonstrate the size, characteristics, and negative im-
pacts produced by the criminal economy, starting with the nine (9) illicit segments of
the industrial sectors, by means of the amounts that it subtracts from the legal eco-
nomical activities and what could have been turned into income and taxes if the full
expansion scenario seen in the State of Sdo Paulo was reversed, as seen in Figure 2.1.

3 E-mail: deseg@fiesp.com.br.
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Figure 2.1. General data regarding the dimensions of the illicit trade in Sdo Paulo.
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ILLICIT TRADE OF INDUSTRIAL SECTORS

In the MIT report per sector, we described the several socioeconomic impacts, as well as
losses in terms of wealth and services, that were not generated, or even that cannot be
developed due to the existence of the current level of MITs.

The high level of transnationality and evidence of interdependence of secondary MITs
shall be demonstrated by means of the estimate of illicit production originated abroad,
which reaches almost 36% of the total illicit trade. The interdependence is observed by
means of the correlation between markets, and mainly due to the different parts that con-
stitute a given market - illicit production, robbery, and contraband.

FOODSTUFF AND BEVERAGES

The illicit trade of foodstuff and alcoholic beverages is associated to scenarios such
as price increase, economic instability, and shortage, and occurs mainly due to the
low associated risk for criminals who operate in the sector, given the small number of
specialized investigations.

This specific illicit sector requires investment in machinery, raw materials,
and labor in order to produce the foodstuff, but is a type of crime that has shown
growth in many countries, as emphasized by Undoc and OCDE.

The products considered in the survey and stand out as the focus of theillicit
markets are: fruit, canned vegetables, powder milk, butter, baby food, instant coffee,
candies, maize seed, alcoholic beverages, and non-alcoholic beverages. The growth
of this llicit activity causes several negative impacts to society, such as serious health
risks due to products smuggled without sanitary control and the high levels of vio-
lence related to the maintenance of the illicit offer by means of cargo theft.

Cows used in scientific studies are transferred after several cases of theft
MARCELO TOLEDO

FROM RIBEIRAO PRETO

2/29/2016 - 2 AM

We estimated that the foodstuff market illicit segment amounts to RS
127.52 millions. We emphasize that the high possibility of profit comes from the sale
of products of inferior quality, without regular origin, and benefited by the high trans-
nationality (63.88%) existing in the sector (Figure 2.2).

24 TRANSNATIONAL ILLICIT TRADE IN SAO PAULO - 2016 YEARBOOK



\/

/

VALUE OF THE ILLICIT FOODSTUFF TRADE
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Figure 2.2. Dimensions and consequences of the illicit foodstuff and beverage market.
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AUTOMOTIVE SECTOR

The illicit vehicle and automotive part market is especially structured, dynamic, and
diversified, strongly based on violent means to maintain the sector, by means of rob-
bery and theft. The legal segment includes the demand for light vehicles, trucks, and
automotive parts produced by the paulista industry. In the illicit trade, the offer is
maintained by means of robbery, theft, and traffic of vehicles through the border.

The criminal networks that operate the segment sell the whole vehicle both
inside the country and abroad (especially in countries such as Paraguay and Bolivia),
by tampering the vehicle numbers and characteristics, changing the license plates,
and also by selling separate parts after the vehicles are dismantled at the chop shops.

The illicit trade also represents great correlation with other MITs, because
stolen, robbed, and embezzled vehicles (pirated parts) are eventually used as means
for other crimes - such as robberies, theft, kidnapping, traffic, and contraband - that fi-
nally promote other illicit markets. The use for other crimes followed by vehicle aban-
donment encompasses approximately 45% of the robberies and theft, promoting a
high level of violence.

The relation is more consistent with the illicit gun trade, since robbery
is strongly influenced by the access to firearms. Due to the same reason, it is strongly
related to the number of confrontations between the police and criminals, being the
most important of its causes.

1/23/2014 6:56 am - Updated on 1/23/2014 9:32 am

Thief uses a rifle to steal a car in front of a club in the West area of Sdo Paulo

The Land Rover Freelander of the advertiser was stolen at 6:40 am on Tuesday. The crime was recorded by the
security cameras of the club.

The items considered in the market are: vehicles, engines, engine parts, body
panels, air bags, windshields, rollers, dampers, suspension and steering components,
automatic belt tensioners, spark plugs, disc brake pads, clutch discs, filters, oil pumps,
water pumps, body parts, engine components, lighting products, belts, hoses, blades,
sealing materials, grilles, rings, internal finishing, wheels, hubs. The study does not
include fluids, fuels, and vehicle inputs.

We estimated that the illicit vehicle trade represents 2.9% of the sector, total-
ing a market value of RS 3.49 billion, with a percentage of vehicles trafficked through
the borders of 14.85% of the total amount (transnationality rate), which indicates the
strong participation of embezzlement as means to maintain the market. The sector’s
violence rate, which indicates how much of the violence level of the State of Sdo Paulo
reflects the illicit automotive trade, reaches 20% (Figure 2.3).
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Figure 2.3. Dimensions and consequences of the illicit automotive sector trade.
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TOYS

Piracy, counterfeiting, and contraband as the main suppliers of illicit toy production,
complemented by cargo and retail theft and robbery. The growth of this illicit trade is
promoted, especially, by the lack of information regarding the potential harm resulting
from counterfeit and pirated products, affecting mainly low income consumers.

Behind the street vendors, for example, there is a sophisticated criminal net-
work that supplies pirated products of illicit origin (theft, robbery, or contraband). The
illicit toy trade is one of the markets increasingly supplied by illicit products proceeding
from South East Asia and China.

The potential effects caused by illicit products include the presence of small
parts, sharp edges and tips, heavy and highly-combustible metals, as well as unaccept-
ably high noise levels. There are also cases of toy production processes that use toxic
paints or toys that are manufactured with untreated recycled plastics, including dispos-
able hospital articles.

The items considered in the toy sector trade are: real world reproductions
(cookware sets, furniture, mechanics kits), construction blocks (pieces to build struc-
tures), dolls and action figures in general and accessories, vehicles (cars, motorcycles,
tracks), childcare (rattle, mobile), games (board games, cards, figures, memory), plush,
wood, electronic and visual devices (toy tablets and laptops, question and answers),
sporting goods (skates, scooters, tricycles), and costumes. The sector does not include
electronic objects and materials with higher technological level that may also be used
for playful and entertainment purposes, such as video games, tablets, computers, etc.

The demand for illicit products generates a market of RS 258.51 million, rep-

resenting 11.1% of the total sector trade (illicit and legal production). It is important to
emphasize that the transnational offer constitutes almost the entire sector (Figure 2.4).
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CONTRABAND TOYS MAY CONSTITUTE DANGERS

0 Toxic paints with higher metal content in their composition, such as lead
— used to intensify the colors and draw attention.

/
: I% Batteries and electric connections may cause shocks.

% Small parts or inferior quality that may
become lose and be swallowed.

@ Flammable fabrics.

T 7 Source: INMETRO: Available at: http://www.inmetro.gov.br/consumidor/produtos/brinquedos2.asp. Accessed on: 07/20/2016.

Figure 2.4. Dimensions and consequences of the illicit toy trade.
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ELECTRONICS

The electronics sector is a frequent victim of illicit groups. As in the automotive
sector, the illicit electronics trade is structured, dynamic, diversified, and based
on violent product acquisition means such as cargo robbery and theft in ware-
houses or in transit. Besides the strong local illicit production, the sector is vic-
timized by the great transnational illicit production, by means of contraband, em-
bezzlement, and counterfeiting.

The unfair competition with the illicit trade, which operates with unreal
prices, compromises the national technological development, because electronics
manufacturers are obliged to follow a series of technical standards, codes of ethics,
social en environmental responsibilities, with continuous investments in quality,
research, and development, to which the counterfeiters are not submitted, and rep-
resent extremely high costs for the legal trade and disadvantage before illicit prod-
ucts. Therefore, the unfair competition with the illicit trade absorbs progress and
innovation, and obtains low manufacturing costs of products with inferior quality
and undue use of certification marks.

In the electronics sector, lamps and batteries appear as the main targets,
although the practice affects almost all products, producing a specific type of exter-
nal factor, the health risk of consumers and contamination of the environment, due
to chemical contamination or explosion, for example, since counterfeited products
do not meet the minimum quality and safety requirements.

The items considered in the survey to analyze the electronics market, con-
sidering those that would be the focus of the illicit trade, are twofold: informatics
and electronic devices. Regarding the first group, we considered computer compo-
nents (monitors, CPU cases, hard disks), and informatics equipment in general. In
contrast, the electronic device market consists of webcams, remote control devic-
es, cell phones, TV sets, CD and DVD players, speakers, cameras, headphones, USB
adapters, safety razors, hairdryers, irons, mixers, blenders, fryers, lighting devices,
and smoke detectors. It is important to emphasize that the sector does not include
electric components, such as timers, circuit breakers, fuses, contacts, relays, trans-
formers, among others.

We estimate that the magnitude of the illicit electronics trade is RSS 1.47 bil-
lion, representing 11.9% of the total market (illicit and legal), driven by the high trans-
nationality rate, which indicates that 82% of the illicit goods commercialized come
from other countries. The sector’s violence rate, which represents how much of the
criminal violence is related to the electronics sector, reaches 5.1% (Figure 2.5).
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Figure 2.5. Dimensions and consequences of the illicit electronics trade.
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HYGIENE

Currently, the cosmetics trade is one of the most profitable segments in the national
economy. This growing market drives the interest of criminal networks by means of
sales of illicit counterfeited hygiene, cosmetics, and perfumery products (or original
products, by means of embezzlement, theft, or robbery), besides recurrent cargo theft
and robbery.

In general, counterfeited products are sold by street vendors, popular shop-
ping centers, or divided in suburb shops, with prices much lower than those of original
products. These products are manufactured with raw materials without the quality
standards required by the National Health Surveillance Agency (Anvisa), and therefore
may cause several health issues (allergies, skin irritation, reddening, itches, swelling,
etc.). There are very serious cases, such as perfumes manufactured with ethanol fuel,
and therefore the trade integrates the group of markets that have a specific negative
external factor: danger to health.

The items considered in the survey are personal hygiene and household
products, such as shampoos, detergents, fine perfumes, perfumes, women protection
products, skin care products, deodorants, toothpaste, dental hygiene products, hair
removal products, razors, and shoe polish.

We estimate that the illicit hygiene and perfumery product trade represents
approximately 10% of the total sector (illicit and legal), and that it has moved approx-
imately R% 1.5 billion in 2015, with a transnational rate of 6.3%, related to the ingress
of foreign goods by means of embezzlement and contraband (Figure 2.6).

The problem regarding this sector is measuring cargo theft and robbery. The
estimates provided by the Sdo Paulo State Public Security Department gather hy-
giene and cleaning data, and does not allow estimating each sector accurately. How-
ever, considering the high incidence of illicit products in the hygiene trade, especially
perfumes, we understand that the data reflects the evolution of the market, the most
important aspect of the survey. Our goal is to conduct sectorial studies that allow us
to emphasize the markets and evidence the specificities of each one of them.
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Figure 2.6. Dimensions and consequences of the illicit hygiene sector trade.
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MEDICATION

Today, the Brazilian pharmaceutical industry is one of the largest in the world. The con-
stant advent of new drug substances effective to treat or control serious diseases has
contributed for the improvement of survival and quality of life. This scenario of scientific
development leads to the increase in demand for medication at accessible prices for
those in need, generating opportunities for counterfeit products, and in turn creating a
serious public health problem as a result of consumption of products without any type
of effectiveness or quality control, placing the life of the population at immediate risk.

Its growth is due to several reasons, especially: lack of information by the pop-
ulation regarding the effects of using unregulated medication, high prices of some med-
icines, and mainly difficult access to legal medication such as corticosteroids, anabolic
steroids, psychoactive drugs, and other stimulants. The use of the Internet in this illicit
trade is a factor to be emphasized, consisting of one of the most recurrent forms of cy-
bercrime.

The items considered in the survey, with focus on the illicit segment, include:
medication used to treat cancer, human immunodeficiency virus (HIV), malaria, osteo-
porosis, diabetes, hypertension, cholesterol, cardiovascular diseases, obesity, infectious
diseases, Alzheimer’s disease, prostate diseases, erectile dysfunction (main emphasis),
asthma and fungal infections, antibiotics, anti-psychotic products, steroids, anti-inflam-
matory tablets, painkillers, cough medication, hormones and vitamins, hair loss treat-
ment, and weight treatment.

Drugs piracy for animals reaches 15% and puts pets in danger
3/1/2016 -2am

We estimate that the illicit medication trade represents approximately RS
104.5 millions, occupying 0.84% of the sector in 2015. The expressive performance
of the illicit medication trade is directly related to the practice of cargo theft, mainly
in drugstores, contraband, and embezzlement. The transnationality rate is approxi-
mately 50.7% (Figure 2.7).
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Figure 2.7. Dimensions and consequences of the illicit medication trade.
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CHEMICALS

The illicit trade of chemical products consists of fuel adulteration (one of the main
activities), theft and robbery of chemical input reintroduced in the legal market, and
contraband of products such as agrotoxics, occurred mainly in border regions, result-
ing from the great difference in legislation and price. In neighboring countries, the
legislation is more permissive and the local market has significantly lower prices, be-
cause most of the times the products are imported from China and discharged from
some costs resulting from social and environmental responsibilities (certification,
package collection reversed logistics, etc.).

Such illicit products are invariably transferred to large centers, such as Séo
Paulo, for processing and redistribution. The use of counterfeited or contraband agro-
toxics has several issues such as health and environmental risks, exposing the popula-
tion to the risk of ingesting potentially harmful residues, damage to the foodstuff pro-
duction and commercialization chain, incorrect destination of waste and packages,
tax evasion, agrotoxic product distrust, decreased quality of the Brazilian products,
and consequent depreciation in the world market. Besides that, legal farmers who
handle illicit fertilizers and pesticides get close to organized crime.

The items considered in the survey, with focus on theiillicit trade, include: fu-
els, insecticides, herbicides, fungicides, nonstick coatings, industrial chemicals, com-
post and fertilizers, paints and varnishes, artificial and synthetic fibers, agricultural
pesticides, and cleaning products.

We estimate that the illicit chemical product trade moved RS 1.43 billion in

2015, representing 2.04% of the total sector trade, resulting from cargo theft and rob-
bery, and mainly fuel adulteration (Figure 2.8).
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Figure 2.8. Dimensions and consequences of the illicit chemicals trade.
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TOBACCO

Illicit cigarettes are those that enter the commercial circuits in violation of the tax and
customs laws, resulting from: legal cigarette cargo theft or robbery, contraband and
embezzlement of private brands, items produced in illicit factories, which copy legally
registered trademarks or maintain their own “private” brand in the country or abroad.

The offer of illicit tobacco products is not subject to sanitary control, which
implies in the existence of components in disagreement with the legislation and, pos-
sibly, contamination by several elements that maximize harmful effects, resulting in
an external factor in the health sector. This illicit trade affects mainly youngsters, es-
pecially those in low income households, due to the accessible price and easy access.
Theiillicit trade of tobacco products in S&o Paulo, with most of the products proceed-
ing from abroad, is a significant source of wealth accumulation for the local criminal
groups, such as factions, and finances the organized criminal networks themselves. It
is greatly related to the high levels of violence, since the trade is one of the main drives
behind cargo theft and robbery in the State of S&o Paulo.

In Brazil, according to the World Health Organization (WHO) and data pre-
sented by the Brazilian Society of Pneumology and Phithisiology (SBPT), it is estimat-
ed that approximately 30% of the cigarettes consumed are counterfeited or contra-
band. In Sdo Paulo, we estimate that theillicit production - estimated in R$ 3.92 billion
in market value - is equivalent to 170% of the consumption of the State (Figure 2.9).
The performance of the national tobacco industry is already compromised by the
enormous tax burden, widely exploited by the illicit trade, with more accessible prices
for the consumers. In a context of economic recession, the scenario becomes even
more chronic for this industrial segment.
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Figure 2.9. Dimensions and consequences of the illicit tobacco trade.
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CLOTHING

Among the markets affected by the problem of counterfeiting and embezzlement,
the clothing sector stands out. A study conducted by the Institute of Applied Eco-
nomic Research (Ipea) with consumers regarding the motivation to purchase pirat-
ed goods revealed that 62% of the interviewed answered that they purchase coun-
terfeited clothes.

The criminal organizations that operate this market are increasingly sophis-
ticated, outsourcing and segmenting production lines, with the distinct character-
istics of exploitation of labor, including foreigners victim of human trafficking, with
informal employees in slavery conditions. These illicit products also present health
risks related to lack of technical health specifications during production, with great
loss to the consumers due to the minimum durability.

The incentives for the existence and maintenance of such extensive illic-
it trade in this sector are the combination of light sentences and high profitability,
resulting from counterfeiting fashion brands, promoting the development of a wide
and dynamic transnational market, in which China and Paraguay stand out as main
external suppliers of illicit markets.

The items considered in the survey, with focus on the illicit segment, include:
women’s underwear, professional and casual clothing (shirts, t-shirts, shorts, pants,
socks, overalls, dresses, skirts, etc.), and accessories (purses, sports bags, hats, wal-
lets, caps, etc.). As a rule, these are copies from products made bay famous brands.

We estimate that this illicit trade moved RS 616 millions in 2015, representing

3.33% of the sector, with a transnationality rate of approximately 86.4%. Besides that,
there are unknown losses due to depreciation of the brands copied (Figure 2.10).
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Figure 2.10. Dimensions and consequences of the illicit clothing trade.
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4#

DYNAMIC OF
ILLICIT MARKETS

INTERDEPENDENCE BETWEEN ILLICIT
TRADE MARKETS

One of the main characteristics of thellicit trade formation phenomenon, besides the
transnational character, is the interdependence between the markets, resulting from
the shared financial and logistics chains and the illicit gun trade, given the need for
more illegal guns as theillicit business expands.

This relation is noticeable when analyzing the development of the markets,
with many illustrative cases. Qualitative data evidence this dynamics: the use of sto-
len vehicles in S&o Paulo in drug trafficking and cigarette contraband; use of assault ri-
fles in vehicle robbery; involvement of Denarc (State Narcotics Division) agents - main
anti-drug agency in the State - in international drug trafficking; international traffic
routes of persons proceeding from Asia, Middle East, and Africa in Sdo Paulo; use of
explosives in ATM machine robberies; robbery of watches in Buenos Aires, trafficked
to S&o Paulo, in order to be certified with an European seal and sent to Miami; theft
of jewelry and works of art in Sdo Paulo, aiming the international market; transna-
tional criminal networks, formed by associations between members of local criminal
groups and other groups of different nationalities, involving and corrupting local po-
lice agents.

3 tons of cocaine embezzled by Denarc Officers
O Estado de S.Paulo
March 20", 2013 - 2:03 am
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The great amount of drug traffic cash money helped the money laundering
and money trafficking trade develop and soon serving operators from the gun traffic
and illegal gambling trades, enabling police and political corruption, and classic con-
traband, by means of direct financing or quicker and safer money laundering of the
profits obtained.

9/30/2015 7:46 pm - Updated on 9/30/2015 7:50 pm

Gang of criminals under suspicion for money laundering is arrested with BRL 600 thousand

Twelve suspects sent the money resulting from traffic and contraband to foreign countries. Officers have found
luxury cars and guns with the group in Séo Paulo.

In the same fashion, the logistics chain has operators that specialize in car-
rying illicit cargo in roads, ports, and airports, mainly after the globalization of the
markets, which started to offer their services to all sorts of “criminal entrepreneurs”
(drug dealers, gun dealers, human trafficking, vehicle and cargo robbers, smugglers,
and even terrorists), in a true criminal production chain outsourcing process.

The tentacles of PCC

PCC and Hezbollah, extreme political and military faction active in Lebanon established a partnership to ex-
change favors.

O Estado de S. Paulo

November 16" 2014 - 2:03 am

PFF found connection between dealers who operates in Brazil and Hezbollah
12/08/2015 - 07:11 pm
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Gun traffic is the third shared element, which is developed as the illic-
it trade flourishes and requires more and better guns, because this is one of the
most important fixed costs, together with criminal labor. The guns are essential to
acquire illicit goods, in specialized robberies and theft of cargo, companies, and
luxury homes, regarding products of high added value, and robberies and theft of
persons and vehicles, in order to acquire immediate consumption products, such
as cell phones and car parts. The flourishing of this type of market drew attention of
international drug traffic operators to Brazil and lead to the creation of commercial
modes, such as “gun rental” in Sdo Paulo, in which criminals, mainly logistics and
drug traffic operators, rent pistols and assault rifles for cargo or home robbers to
commit their crimes.

04/30/2015 08:15 am - Updated on 04/30/2015 08:16 am

RJ Police discovers new route of weapons trafficking to Brazil

The numbers of confiscated rifles arriving from Venezuela have increased.
Security Secretary created a group to investigate the weapons trafficking.

All shared services, - finances, logistics, and access to guns - are strongly sup-
ported by the wide transnational corruption networks, which include the corruption
of several inspection public agents, such as border police, highway patrol, specialized
investigators, customs agents, prison guards, promoters, and judges.

The development of a criminal economy requires internal illicit trade sec-
tor sharing, such as the gun and money laundering trades, but not only them. We
assume it is possible to evaluate the illicit business “environment” by monitoring
the correlation between the several illicit trades, because the demand for more il-
licit goods may mobilize more than one market simultaneously, such as electronics
and vehicles, suggesting that the same factor incentives them (demand of a large
receiver, guns at more accessible prices, assumption of corrupt agents in key in-
spection points, among other reasons). It may also shows the closure of a market
heating cycle and the ascension of a new one. Whatever the relation, monitoring
the correlation expands our analysis and predictive capacity, which is essential to
create effective MIT control policies.
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Federal Revenue and Police solve scheme medicine trafficking in SP

Medicines used to treat Aids and Hepatitis C, and antiallergics, eye drops, antiviral and hormones were con-
fiscated by task force

March 13%, 2015 - 06:57 pm

Athird and last type of inference that helps comprehending and controlling
MITs is monitoring the illicit and legal segments of the markets. We assume that the
circumstantial increase in demand for products such as medication, due to a given
epidemic outbreak, toys, as a result from Christmas or children’s day, or car parts, due
to growing fleet, elevates not only the offer of legal products, but also illicit goods,
which shall compete with the legal production to serve seasonal demands.

Therefore, we are able to monitor the evolution and changes in criminal
economy by means of the correlations and other more sophisticated inference, which
shall bring information regarding the relation between illicit trades and the gun mar-
ket, between different illicit trades, between these and criminal violence (robbery,
mainly), and between legal and illicit segments of the same sector.

The correlations presented evidence what the modern criminological litera-
ture indicates for decades: there is reasoning in criminal actions, focusing, as all hu-
man actions, to maximize the profits in face of the benefits expected™.

Besides discovering trends and estimating risks, this type of approach al-
lows us to build a solution perspective based on policies able to elevate the costs
of criminal activities, and consequently impair the creation of cost opportunities for
the criminals.

4 BECKER, G. Crime and Punishment: an Economic Approach. J. Polit. Econ., v. 76, p. 169-217, 1968.
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FEDERAL REVENUE OFFICE SEIZURES VERSUS TOBACCO
CARGO THEFT

The correlation level between seizures of cigarettes and similar products made by
the Brazilian Federal Revenue Office (RFB) and tobacco cargo theft in Sdo Paulo is
0.620 (Figure 2.11). This figure evidences a strong synchronization between two types
of illicit tobacco production: contraband and theft. Therefore, the high level obtained
can be an indication of the entrepreneurial aspect of the criminal segment, because
it demonstrates complementarity of the different activities performed by the illicit
trade. Evidently, this complementarity is not organized or “arranged”, but an effect of
the simultaneous perception of low cost and high profit by robbers and smugglers,
reason why the problem persists.
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Figure 2.11. Tobacco: Federal Revenue Office seizures versus tobacco cargo theft.
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FEDERAL REVENUE OFFICE SEIZURES: TOYS VERSUS CLOTHING

The correlation level between the seizures in the toys and clothing sectors, which rep-
resent proxies of the illicit production of these products, by means of contraband and
embezzlement, is 0.267, indicating a significant and positive relation between the
two trades. We can interpret this high correlation as a result from the fact that both
sectors represent a large part of the consumption of non-durable goods in Brazil, sus-
ceptible to the same type of impulse and retraction, such as consumption booms and
economic deceleration periods. However, the connection between these two markets
is not due only to their similarities in demand, but also to the similarities in terms of
production infrastructure and distribution logistic networks (Figure 2.12).
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Figure 2.12. Toys and clothing: Federal Revenue Office seizures.
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AUTOMOTIVE LEGAL TRADE VERSUS ILLICIT TRADE

The correlation level between the automotive legal and illicit trades is 0.902. This fig-
ure evidences the strong relation between the legal and illicit segments of the vehicle
market, and suggests that the demand is somehow shared by the segments. Even
if one segment is legal and the other is illicit, we can deduce that, when an MIT is
benefited by consumption increase, the production of wealth of the society is directly
affected, since the products are direct competitors of legal activities. It isimportant to
emphasize that the legal segment is only replaced by the illicit segment when the MIT
operator actuation cost is low, and the reduced MIT costs refer mainly to low deter-
rence and disability of the operators (Figure 2.13).
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Figure 2.13. Automotive legal trade versus illicit trade.
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VEHICLE THEFT VERSUS CARGO THEFT (TOBACCO)

The series of tobacco cargo and vehicle theft - both presented in monetary values -
show a correlation level of 0.655, when considering the period between 2012 and
2014, with 36 monthly observations. The observation restriction justification is based
on the atypical year of 2015. In January there is a clear point of inflection in the series,
which is caused not only by the seasonality of the first month of the year, butis also a
reflex of the economic crisis context, and therefore demand oscillations (Figure 2.14).

Even though, the three-year period used in the calculation shows strong cor-
relation between different types of robbery. The high value found is not conclusive,
but allows formulating a hypothesis regarding the similarity observed in the variable
behavior: the illicit trades analyzed can be complementary and interdependent. Con-
sidering the dynamics of tobacco cargo theft, this explanation becomes quite plau-
sible because criminals tend to use irregular vehicles in this type of activity, which
makes both kinds of theft directly dependent.
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Figure 2.14. Correlation between vehicle and tobacco cargo theft.
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04/18/2015 12:31 pm - Updated on 04/18/2015 12:31 pm

Robbed cars are recovered full of smuggled cigarettes

Vehicles were found in rural road of Santa Terezinha de Itaipu (PR).

One of them had been robbed in Curitiba and the other in SGo José dos Pinhais.

The correlation between the sectors is overwhelming and, although it does
not allow confirming the cause and effect relation, it is clear evidence that the inter-
dependence hypothesis is consistent in the paulista scenario, which opens a field of
criminal analysis based on more sophisticated inference, which allows identifying the
illicit trades that influence the behavior of other trades and the criminal economy it-
selfthe most, in order to formulate effective MIT and external factor control strategies,
saving State and society resources, and expanding the effectiveness of the policies.
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VA AV:

ILLICIT TRADE,
THE FUEL OF
CRIMINAL VIOLENCE

VIOLENCE AS MAIN EXTERNAL FACTOR

After analyzing the transnationality characteristics and interdependence between
markets in Sdo Paulo, we have to analyze the evidence of the third characteristic: the
relation between profit and violence in the illicit trades and, consequently, increased
society victimization.

The assumption is that the higher the benefit to be acquired, given by the
value of the goods acquired illegally, the higher the criminal violence generated by the
sector. The phenomenon is expected, considering the increased costs implied by the
criminal activity, in most cases, the increased capacity to create violence, by means of
access to more and better firearms and more criminal labor, with ensured access to
the goods, higher resistance to the police, and overrunning criminal competition.

Although sophistication promotes less violent tactics, such as corruption or
fraud, it also maximizes violent tactics, such as the effect caused by access to firearms
by criminals who acted without them (such as pickpockets who become car robbers
or cigarette cargo robbers, or smugglers passing through the border in hostile areas,
such as rivers, with due armed “escort” to scare inspection away); access to guns by
criminals who rob small cargo with hand guns; access to information and more pow-
erful guns, such as assault rifles, by criminals who start targeting large cargo.

The amounts moved by the nine (9) illicit trades of industrial sectors ana-
lyzed leave no doubt regarding the attractiveness of the criminal economy in Sé&o
Paulo. Investing in illicit trades in S&o Paulo is a business that combines high profit
margins with low levels of risk (going to jail and disability), therefore, with enviable
profitability for any legal productive sector.
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Attracted by the level of profitability, the many criminal networks in activity in
Sao Paulo produce an epidemic incidence of direct and indirect crimes that have sedi-
mented, in the present decade, the following context of wide society victimization:

«  Highincidence of robbery and theft, especially manufactured products.

+  Persistence of industrial product piracy and counterfeiting.

«  Growing presence of counterfeit and embezzlement in the paulista retail.

«  Criminal violence resulting from illicit trades: homicide, theft, and injuries (con-
summated or attempted), occurred during robberies, traffic, and contraband in
the State.

SECTOR VIOLENCE LEVELS

The level of violence consists in the percentage of illicit production demonstrably oc-
curred under great threat or violence, that is, from theft and arrests of armed drug
dealers or smugglers. Due to the difficulty in accessing data of the latter type, the first
is predominant in the Yearbook. The estimated number of events occurred in illic-
it production, especially robbery, is compared to the total robberies occurred in the
State of S0 Paulo in 2015, by means of the percentage share of robberies related to
MITs (vehicle and cargo) of the total robberies in the State. Therefore, we are able to
calculate an estimate of the participation of the illicit trades selected in the total crim-
inal violence events occurred in the State.

Among the nine sectors, two (2) have significant participation: the illicit au-
tomotive and electronics trades. Together, they represent 35% of the robberies in
the State, which means that they are responsible for epidemic vehicle (20.5 %)
and cell phone (14.03%) robberies that affect the citizens directly. It is important to
emphasize that these sectors are among the sectors that are the most profitable and
have the strongest transnational character, since the vehicles and electronics stolen
in S&o Paulo serve, besides the internal illicit market, other States and countries such
as Paraguay.

The tobacco sector, the most profitable, is strongly related to cigarette
contraband through Paraguayan borders, and the violent actions of its operators
occur almost entirely in the States of Parana and Mato Grosso do Sul, mainly as a
reaction to the Police and Federal Revenue Office inspection actions at the bor-
derland strip. Although the criminal violence is concentrated in these States, its
participation in Sdo Paulo is not negligible, considering the theft of small cigarette
cargo from vans and establishments, mainly in the metropolitan region of Séo
Paulo, which many times results ins shootings that generate fear and insecurity
for the population and merchantst®,

Besides the quantitative aspect of violence, there is the common fact that
these 9 sectors demand sophisticated firearms, especially large and medium-size car-
go theft, with the electronics sector standing out.

15 SAO PAULO. Secretaria de Estado de Seguranca Publica. Outros roubos, roubo de veiculo, roubo a banco e roubo de carga.
Available at: http://www.ssp.sp.gov.br/novaestatistica/Pesquisa.aspx. Accessed on: 02/01/2016.

¢ G1. Bandidos trocam tiros com PM durante assalto na zona sul de Sao Paulo (criminals open fire against the police during
robbery in the south zone of Sdo Paulo). Available at: http://gl.globo.com/sao-paulo/noticia/2016/07/babdidos-trocam-tiros-
com-pm-durante-assalto-na-zona-sul-de-sp.html. Accessed on: 7/29/2016.
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SOCIETY VICTIMIZATION

CRIMINAL VIOLENCE AND INDIRECT LOSSES

Sdo Paulo has the highest number of robberies and theft among the States, and the
figures are rising: robbery (others) records leaped from 217,966 in 2008, to 307.,392 rob-
beries in 2015 (with a peak of 311,214 in 2014), which represents an increase of more
than 43%. In the period, the demographic growth was 6.6%.

Besides direct crimes - robbery, theft, contraband, among others - Sdo Paulo
suffered with the increase of indirect crime, especially homicides, in the 90’s, reaching
an approximately rate of 35 homicides per 100,000 inhabitants. Even after the advances
in homicide control, reaching the rate of 11 homicides in 2008, since then varying be-
tween 9 and 11 until 2015, the State was the explosion of “illicit production”, by means
of the epidemic increase of robberies and theft in the last decade. Therefore, there is a
strong hypothesis that a significant part of the homicides today are related to the explo-
sion of robberies, disputes between illicit trade operators, and expansion of the firearm
Transnational lllicit Trade (MIT).

These phenomena increase society victimization, since they elevate and max-
imize criminal violence to unbearable levels, due to the competition and development
of such activities - aspect exemplified by cases such as the robbery of vehicles registered
in S&o Pauloin 2014, in which the criminal used an assault rifle, a weapon of war. Anoth-
er evidence of the maximization of violence is the fact that robberies are responsible for
almost all of the more than 1,00 armed confrontations per year between the police and
criminals in the State. Some MITs developed and “booming” enable violent and costly
actions such as the ones described.

WORK POSITIONS, INCOME AND TAXES LOST TO CRIME

The actions of the MITs compromises the social-economic development of the State
due to the victimization of the productive sector by means of a series or crimes
committed against the companies - robbery, counterfeiting, fraud, among others
- and suppliers, customers, and employees. Such crimes also impair investments
and expansion, due to the general income loss costs, stolen or robbed goods, and
work positions and taxes, which were not generated by the legal segments of the
productive sectors and due to consumers lost to the illicit markets.

The Federal government has suffered an estimated tax loss of R$ 2.81 bil-
lion as a total during 2015, considering the State of Sdo Paulo alone. In the same
fashion, the State government did not generate R$ 2.54 billion, totaling a loss of
R$ 5.35 billion for the country.

The estimates made regarding jobs and formal income that were not gener-
ated show that the direct impact over citizens and workers is also extremely harmful:
as a total during 2015, approximately R$ 3.02 billion in income and 111,598 were
not generated and went on to support the illicit trade. These are work positions, in-
come, and wealth that the society and State did not earn and that would significantly
impact social-economic indicators, such as gross domestic product (GDP), average
income, and financing of the Criminal Justice, Education, and Health systems.
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We consider this a conservative estimate regarding the size and costs of the
MITs in Sdo Paulo, because the calculations did not include private protection costs,
losses with direct and indirect damage to companies - resulting from burglary and
legal costs - or their brands, damage resulting from corruption of public agents con-
nected to the Criminal Justice System (SJC), among other losses.

In parallel to the increase in direct and indirect crime, another effect of the
expansion of MITs in Sdo Paulo is the increase in disorder, resulting from the occupa-
tion of public spaces by drug users, use of alcohol by minors, illicit trade, among other
practices promoted by illicit goods. Areas with this type of activities tend to drive the
public away due to the fear of victimization, progressively depreciate local real es-
tates, and inhibit economic activities.

In the next few months, the lllicit Trade Observatory indents to deepen the
analysis on criminal victimization caused by direct and indirect crimes resulting from
transnational illicit trade.

To determine the level of criminal victimization in the industry caused by
the MITs, we have developed the first industry victimization survey, which describes
the effects of direct and indirect victimization and its economic impacts, which we
describe as follows.

INDUSTRY VICTIMIZATION

INDUSTRY VICTIMIZATION SURVEY

The industry victimization survey, conducted by the Federation of Industries of the
State of Sdo Paulo (Fiesp), is a distinct method of approaching crime, consisting of
an important instrument, together with the official incident yearbooks, to analyze
the extent and characteristics of crime. It is essential to evidence the victimization
patterns that affect specific victim groups, such as the industries in this case, and
the level of perceived efficiency of the SJC agencies, especially when complement-
ed with official data.

Victimization surveys are developed from direct questions to the population,
by means of home sampling. The victimization surveys were conducted in S&o Paulo
in the years of 2003, 2008, and 2013 by the Insper'” Public Policy Center (CPP).

However, this is the first industrial victimization survey in the country
that we are aware of. It was developed by means of a partnership between the Se-
curity Department (Deseg-Fiesp), which conceived it, and the Economic Research
and Study Department (Depecon-Fiesp), which operated from the Direction Survey.
Therefore, we used a sample of 345 small-, medium-, and large-sized companies.

The main goal is to evaluate the impacts of the development of criminal
markets in the paulista industry. Thus, the impact is perceived mainly by stories of

ITINSPER(2013). Relatério da Pesquisa de Vitimizagdo em Sao Paulo - 2003-2013. Available at: http://www.insper.edu.br/cpp/
linhas-de-pesquisa/criminalidade/. Accessed on: 7/28/2016.
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contraband and counterfeiting that affected the company, and robberies and theft of
products of interest to the MIT operators. Therefore, the main suppliers of inputs for
illicit production are the citizen, establishment, or industry victimized.

CThis survey allows estimating, for the first, time, the extent and particulari-
ties of industry victimization by illicit trades, considering:

«  Direct victimization, given by the percentage of companies that suffered
crimes at the head office or during product transportation.

« Indirect victimization, given by the percentage of companies whose suppli-
ers, customers, and employees were victimized in the commercial relation-
ship.

« Impact on competitiveness, given by investment planning changes as a re-
sult from the higher risk of victimization and due to the percentage of turn-
over lost due to the action of illicit markets and due to direct victimization
costs (insurance, private security, etc.).

«  Evaluation of the SJC, given by the perceived performance of the SJC agen-
cies to protect the companies.

Thisisthefirst consequence of crime: the survey revealed that, among responding com-
panies, 46.7% were victims of some type of crime in the last 12 months before the
survey. This figure rises to 64.6% if the responding companies that were victims at any
moment are considered. For occurrences in the last 12 months, the responding compa-
nies that were victims of “robbery, theft, or embezzlement of products, equipment, or
money” amounted 27.1% for occurrences at the head office or branches and 23.8% for
occurrences during the transportation of cargo or valuables.

The results presented are extremely overwhelming and the level of direct
victimization is extremely high. At this level, the costs with private security resources
became mandatory, elevating production costs and affecting the competitiveness of
the sectors before regions or countries without elevated victimization. The proximity
between criminal actions and companies and industries can also be related to fraud
and embezzlement, with purchase or access to inside information, and cargo theft
occurrences, in constant expansion.
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The evaluation of indirect victimization indicates the dimensions of the crime that
affects the society group related to the industry. Considering the responding compa-
nies, the results have shown that 38.6% of them are aware of crimes against suppliers,
customers, or employees in the last 12 months. The figure rises to 46.1% is we consid-
eroccurrences at any momentin time.

The high levels of indirect victimization reinforce the conclusions of direct
victimization and its negative unfolding for competitiveness, evidencing also expo-
sure to risk, including fatal risk, to sector employees, customers, and entrepreneurs.

The victimization risk that the paulista industry faces may have effects that go far be-
yond direct losses. Violence-related factors may also discourage entrepreneurial ac-
tions, such as new business or branches, and adopting new sale strategies in farther
locations, among other actions.

The survey revealed that, among the responding companies, 28.3% had
their entrepreneurial actions discouraged or disturbed due to the occurrence of
crimes against the company itself or against the population in general. In light
of these results, we perceive the dimensions of the impact: the strategic decisions of
almost one third of the companies were affected due to violence.

Finally, the relationship between crime and industry development and
growth decisions is one of the most critical external factors of violence over the
sector, because it evidences consequences suffered by the industry regarding long-
term decisions that may consequently affect their performance and the economic
performance in general in the future. Ensuring safety and reducing the risk of indus-
try victimization are essential measures to drive investment and encourage industrial
and corporate entrepreneurship.

Primarily, the direct losses of the industrial sector as a victim of crimes and violence
affects the company’s own economic performance due to the loss of “products,
equipment, or money” or, secondarily, due to the need for higher costs with security
to prevent the risks of victimization.

Regarding loss as a proportion of industry turnover, the results presented by re-
sponding companies shows expected looses of: up to 0.5% for 70.3% of the companies,
between 0.6% to 1.0% for 8.6% of the companies, and above 5.0% for 6.4 of the respon-
dents. For small businesses, the proportion of respondents that reported losses above
5.0% of the annual turnover reached approximately 8.8%, showing that proportionally
smallindustries are more affected, indicating higher fragility of this sector regarding crime
and violence.
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From the percentage of losses stated, we estimate the amount lost by the in-
dustry directly to MITs in Sdo Paulo to be RS 5.12 billion, considering the data provid-
ed by the Brazilian Institute of Geography and Statistics (IBGE) regarding the average
turnover per type of company and the criterion adopted by Brazilian Support Service
for Micro and Small Businesses (Sebrae) - personnel involved - regarding the type of
company (small, medium, and large).

COSTS WITH PRIVATE SELF-PROTECTION

Finally, considering the high level of direct and indirect victimization and the low per-
formance of SJC agencies to provide safety and protection, we evaluated the actions
taken by the industry to minimize the risk of victimization and protect their activities
and products. The protection measures mentioned the most by responding compa-
nies were: insurance, mentioned by 77.4%; electronic safety measures, such as Closed
circuit television (CCTV), access control, electronic fences, among other, mentioned
by 65.2%; outsourced private security methods, such as patrimony, escort, Global Po-
sitioning System (GPS), among others, mentioned by 44.1%; and standardized safety
procedures, mentioned by 33.6% of the companies.

The paulista industry turns to the State for protection, but is not answered.
This reveals the fact that notification is made in 51% of the cases, but only 8% arrive at
the procedural or resolution stages. Consequently, the industry chooses private solu-
tions, and most of the companies hire some sort of protection, with more than 50% of
them hiring three or more self-protection resources. This is a clear indicator of lack of
illicit trade control, which results in clear international competitiveness impairment
for our industries, since the costs become much higher than countries that compete
with the Brazilian industry.

CORPORATE VICTIMIZATION SURVEYS AROUND THE WORLD

The international victimization surveys provide valuable parameters to compare our
level of industry victimization and social-economic consequences. We have gathered
some of the most important surveys to analyze our serious context.

CANADA

The Survey of Fraud Against Businesses, conducted by the Canadian government in
2008, covering 7,597 establishments, collecting information regarding the nature and
extent of frauds occurred in small-, medium, and large-sized companies in the retail,
banking, and insurance (both property and health insurance) industry sectors®.

8 CANADA. Statistics Canada. Survey of Fraud Against Businesses, 2008. Available at: http://www.statcan.gc.ca/pub/85-
571-x/2009001/part-partiel-eng.htm. Accessed on: 7/26/2016.
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The frauds considered in the study include: advanced rate schemes, evasion,
false financial statements, credit and debit card frauds, use of fraudulent checks, use
of false currency, use of false ID cards and other documents, mortgage fraud, fraud
to obtain financial reimbursement, false deposits, and insurance fraud. Among the
respondents, those who stated having been victim of fraud were: 57% in the retail
sector; 84% in the banking sector, and 45% in the insurance sector. Regarding under-
reporting, only 4% of the cases in the banking sector are not registered, while almost
50% of the cases in the retail and insurance sectors were not registered, similarly to
the paulista industry levels.

ENGLAND AND WALES

The Commercial Victimization Survey conducted by the United Kingdom government
in 2012 included the manufactured goods, retail and wholesale, transportation and
deposit, and housing and foodstuff sectors. The survey interviewed 962 companies
of the manufactured goods sector and 4,017 companies in total, questioning them
regarding patrimonial crimes and fraud®.

In the manufactured goods sector, approximately 55% of the companies in-
terviewed were victim of some type of crime, and 28% of these crimes were related to
cargo robbery, theft or fraud. Regarding the sector establishments in the urban region,
the victimization rates were as follows: 60.3% were victims of any type of robbery;
7.6% were victims of some type of robbery with vehicles; 30.1% were victims of theft,
including attempted theft; 11.6% were victims of some type of fraud - figure that rises
t0 69.1% for establishments in the rural regions.

It is also important to emphasize the statistics of the transport and depos-
it sectors, because they include products from all sectors, including manufactured
goods, and is the most frequent target of cargo theft occurrences. Considering the
establishments in the urban region, approximately 58.1% were victim of some type of
robbery related to vehicles, which includes cargo theft.

INTERNATIONAL SURVEY, TILBURG UNIVERSITY

The An International Perspective of the Business Community as Victims of Fraud and
Crime survey was conducted in 1996 in 10 countries: Netherlands, Germany, France,
Switzerland, Czech Republic, United Kingdom, Hungary, Italy, Australia, and South Afri-
ca. Thesamplingincluded 8,758 companies, and most of the countries considered sam-
ples predominately in the retail sector. However, the samples in the Netherlands and
others essentially include the industrial and catering (restaurants, hotels, etc.) sectors?.

In the Netherlands, the victimization corresponding to company vehicle
robberies affected 17.7% of the interviewed companies. In other countries, the figure
varies between 6.1% in Australia and 23.2% in the United Kingdom. Regarding the
robbery variable, 4.4% of the companies were affected in the Netherlands, varying
from 1.4% in Italy to 5.6% in the Czech Republic.

1 UNITED KINGDOM. Home Office. Crime Against Businesses: Detailed Findings from 2012 Commercial Victimization Survey, June,
2013. Available at: https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/207818/crime-against-
businesses-detailed-12.pdf. Accessed on: 07/26/2016.

20 AUSTRIA. United Nations Office on Drugs and Crime; Vienna International CTR. Crime and Instability: Case Studies of
Transnational Threats, February, 2010. Available at: https://www.unodc.org/documents/frontpage/Crime_and_instability_2010_
final_low_res.pdf. Accessed on: 7/26/2016.
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The exclusive effects in the Netherlands industry are described below: 16.9%
were victims of company vehicle theft, and 21.8% were victims of burglary or attempt-
ed burglary. Regarding underreporting, the survey only indicates that, in the industry
and catering sectors, approximately 90% of the companies are insured against theft.
Therefore, they are expected to notify and record the occurrences.

INTERNATIONAL VICTIMIZATION AND PAULISTA VICTIMIZATION

The paulista victimization survey found higher victimization levels that most interna-
tional references, especially regarding the 1996 international survey, conducted be-
fore the advent of MIT expansion. However, the survey discovered that the victimiza-
tion level in S&o Paulo is similar to the United Kingdom and the criminal notification
level is similar to the one observed in Canada. This data reveal that the local illicit
trade is as dynamic as in other countries, which makes the problem one of the main
priorities of the public agenda.

Itisimportant to emphasize that the damage and losses caused by the illicit
trades are not restricted to monetary aspects, since violence, although the main ex-
ternal factor of the MITs, is a factor required for the survival and maintenance of the
illicit markets, which consequently makes such activities generate a series of psycho-
logical, social, and political issues.

CRIMINAL JUSTICE SYSTEM EVALUATION

After analyzing victimization characteristics and dimensions, we questioned our in-
dustry respondents regarding the quality of State response to the occurrence, espe-
cially on the performance of the Criminal Justice System agencies: Military police,
Civil Police, Public Ministry, Judiciary, and Prison System. Mainly, the goal is to in-
dicate if the response is compatible to the effectiveness expected by the sector and
also the main areas that the sector requires better protection and response from
such institutions.

Regarding police operations at the police station, conducted predominantly
by the Military Police, 48.5% of the responding companies considered the service very
efficient or efficient , and 52% as minimally efficient or not efficient. Regarding the
assessment during registration of the Police Report (BO) and investigation, conduct-
ed by the Civil Police, the figures are: 27.2% of the responding companies considered
the service as very efficient or efficient, while 73% answered considered as minimally
or not efficient. It is important to emphasize that only 516% of the responding com-
panies stated they reported at the police station, and the major motivation for not
pressing charges is that it is “no help at all”.

However, when assessing the Public Ministry (MP) and Judiciary operations,
the evaluation is unique. None of the responding companies rated the operations of
both institutions as very efficient. Among the respondents, the “efficient” rating was
41,.2% for the Public Ministry and 35.3% for the Judiciary System. Among the respon-
dents, the “minimally efficient” or “efficient” rating was 59% for the Public Ministry
and 65% for the Judiciary System.
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According to the responding victims, only 8% of the crimes reported
reached the procedural stage, that is, the stage in which culprits are arrested and/or
the investigation identified the criminals. This data indicates the struggle of the entire
Criminal Justice System, especially regarding investigation performance and effec-
tiveness of the penal laws to ensure dissuasive operation conditions, and evidences
that the Public Ministry and the Judiciary System are detached from most of the cases
that victimize the industry.

Regarding the evaluation on the performance of the penal laws and
prison system, the respondents were emphatic to reject the current Brazilian penal
model. Questioned about the fact that a criminal sentenced to 6 years in prison for
robbery remains in closed system only for the first year, we requested the respon-
dents to assess the legal and prison system regarding its efficiency for public safe-
ty. Only 0.3% of the responding companies considered this model as very efficient.
Most of the companies considered the Brazilian penal system as minimally efficient
(44.7%) or not efficient (51.6%). Therefore, it is essential to emphasize the distrustin
the Criminal Justice System as a whole evidenced by the survey.

The importance of the evaluation regarding the operations of the Criminal
Justice System institutions by the victims of crime and violence is mainly due to the
fact that criminal violence is not only a result of the demand for illicit goods, but espe-
cially due to the capacity of the SJIC and penal legislation to control direct and indirect
crimes. Without the State’s dissuasive and incapacitating actions, the entire cost of
controlling crime falls on the society, its citizens, and companies, be it on the cost of
lives or the monetary cost of private protection systems.
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VA AV:

CONCLUSION

NEW MANAGEMENT PERSPECTIVES REGARDING THE
MIT PROBLEM

The scenario presented in this first Yearbook is overwhelming: Besides high losses to
the industries and public funds, the fact that Sdo Paulo houses gigantic illicit trade
produces significant consequences to the society, especially expansion of contraband
and escalation of robberies, and the high level of associated deaths.

Despite the consensus among authorities and citizens, the public security
agenda did not evolve in the sense of expanding the capacity of the State to confront
theillicit trade. Maybe due to the constancy with which the subject is addressed and
experienced by the population, we tend to see it as a secondary issue, as if we lived an
irreversible, inescapable fact, characteristic of the Brazilian economic contradictions
and reality.

Overcoming this state of “collective anesthesia” and conformity with the cur-
rent scenario, by the population and its representatives, is the first obstacle to collec-
tively create an agenda with effective solutions. We have no doubt that overcoming
the current criminality scenario and formulating public policies focused on the prob-
lems identified requires the unity of several sectors of society.

The concern with the presence and expansion of illicit markets around the
globe is universal, Cooperation and Economic Development Organization (OCDE)
to create a task force to map and develop control measures for this true global
plague. The Observatory and the Yearbook are initiatives add to the global effort,
fact that resulted in the OCDE invitation to the annual meeting of the task force in
Paris, France, in the end of April, 2016, in order to share the conclusions and MIT
control perspectives with countries, companies, and universities, after the map-
ping stage promoted by OCDE is completed and consigned in the /llicit Trade - Con-
verging Criminal Networks e Trade in Counterfeit and Pirated Goods - Mapping the
Economic Impact report.

The Yearbook is a similar contribution added to the first stage of con-

fronting transnational illicit trades and raising awareness to the problem by
means of information.
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After dimensioning the size (minimum) of illicit markets that act in the in-
dustrial sectors, our goal is to map the intersections existing between these markets,
mainly in the logistics and financing spheres, in order to develop better control
strategies, which is the second stage of confronting the MITs.

Evidently, producing quality information only begins the second stage, be-
cause it requires active participation of public agents, private agents related to vic-
timized sectors, private security, and risk management, but mainly of society organi-
zations able to create, together, a public anti transnational illicit trade agenda.

This anti-MIT agenda must be guided by pragmatism. As support, the UN
and OCDE works mentioned elected the disruption of the logistics and financial
capacities of the criminal networks as their priority strategy, because the illicit
markets grew in scale and expanded their damage by sharing the logistics and fi-
nancial operations of the MITs around the world.

The analysis based on international studies and cases evidence that the
development of MITs is the highest and the effects are felt more deeply in countries
that combine great markets to be explored with low effectiveness (mainly in de-
terrence and prison control), in order to deal with the pressure that MITs and their
networks promote. Among these countries, Brazil is together with the groups with
great difficulty in applying appropriate enforcement, such as Mexico and South Af-
rica. A good example is the fact that we have of the largest borders in the world, are
neighbors with countries that produce drugs and are some of the largest contra-
band trading posts in the world, and until now did not establish an exclusive border
police institution.

We understand that the formation of this agenda is favored by the organi-
zation of a illicit trade confrontation seminar, in which work groups are able to de-
bate, develop, and create agendas to be considered by the executive and legislative
powers containing measures that affect the two main pillars of illicit trade: logistics
and financing of criminal networks that operate the MITs. In this event, we believe that
we shall be able to discuss subjects such as:

«  Effective control of borders and internal boundaries.

«  Control of corruption of inspectors and police officers involved with MIT operators.

« Inclusion of the issues of tax balance in the Tax Reform, as element of promotion
of illicit trade.

«  Program to expand the immediate and periodical destruction of illicit goods.

«  National popular retail inspection policy with municipal approaches.

«  Reform of the criminal policy, in order to truly deter and incapacitate criminals con-
nected to transnational illicit trade (dealers and receivers, mainly).

«  Adoption of measures to elevate criminal costs, by means of regulatory legislation
and production, such as product traceability.

«  Expand product lines to compete with popular illicit products.

As can be seen, the subject is extensive, because illicit markets operate in
equally extensive areas, and society must create solutions that are as complex as
the problem and circumstances demand. As a form of contributing with this debate,
the Security Department of the Federation of Industries of the State of Sdo Paulo
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(Deseg-Fiesp) formed work groups with the goal of supporting the debate and the
future agenda.

Finally, we emphasize again that the solution of the problem of expanding
illicit trade depends exclusively on the society. We have to start the virtuous cycle to
solve the problem, which shall involve the State. Crime, regardless of the level of com-
plexity and dimensions, is not bigger than society and can never intimidate the hon-
est and hard-working majority. This is what we believe in.
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ANNEX | - INDUSTRY
VICTIMIZATION SURVEY

Applied in September, 2015, by means of a partnership between the Security Department (Deseg) and the Eco-
nomic Research and Study Department (Depecon), both belonging to the Federation of Industries of the State
of S&o Paulo (Fiesp), in the scope of the Depecon’s Industry Directions research.

Table Al1.1. Companies that were victims of any crime

d O Pa ed ed Pa e oe CO P e otal o O Pd e
At least one crime in the 44.3% 47.1% 61,3% 46,7%
last 12 months
At least one crime in more 452% 55,8% 67,7% 50,4%
than 12 months
At least one crime at any 61,0% 68,3% 77,4% 64,6%
moment

Table A1.2A. Occurrences of robbery, theft, or embezzlement of products, equipment, or company money
from inside the company (head office or branches)

Small

In the last 12 months

Medium-sized

More than 12 months

Large Small Medium-sized Large Total
companies companies companies companies companies companies
Not occurred 63,8% 63,5% 54,8% 62,9% 43,8% 39,4% 38,7% 42,0%
Occurred 22,4% 22,1% 32,3% 23,2% 31,0% 39,4% 41,9% 34,5%
Does not 13,8% 14,4% 12,9% | 13,9% 25,2% 21,2% 19,4% 23,5%
know/did
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Table A1.2B. Occurrences of theft, robbery, orembezzlement of products, equipment, or money from the com-
pany during transportation (cargo or valuables) S -

In the last 12 months More than 12 months
Small Medium-sized Large Small Medium-sized Large
companies companies companies companies companies companies
Not occurred 68,1% 58,7% 45,2% 63,2% 52,4% 38,5% 32,3% 46,4%
Occurred 16,7% 25,0% 35,5% 20,9% 20,0% 41,3% 48,4% 29,0%
Does not 15,2% 16,3% 19,3% 15,9% 27,6% 20,2% 19,3% 24,6%
know/did

Table A1.2C. Occurrences of forgery or piracy of company products by third parties

In the last 12 months More than 12 months
Small Medium-sized Large Total SELl Medium-sized Large
companies companies companies companies companies companies
Not occurred 69,0% 70,2% 67,7% 69,3% 56,2% 56,7% 61,3% 56,8% ;
Occurred 6,7% 11,5% 16,1% 9,0% 9,5% 15,4% 16,1% 11,9%
Does not 24,3% 18,3% 162%  2L,7%  34,3% 27,9% 22,6% 31,3%
know/did

Table A1.2D.Occurrences of larceny by means of scams using the Internet, telephone, or electronic
equipment

In the last 12 months More than 12 months
Small Medium-sized Large Small Medium-sized Large
companies companies companies companies companies companies
Not occurred 67,1% 70,2% 71,0% 68,4% 51,9% 59,6% 64,5% 55,4%
Occurred 18,1% 17,3% 6,5% 16,8% 19,5% 15,4% 19,4% 18,3%
Does not 14,8% 12,5% 22,5% 14,8% 28,6% 25,0% 16,1% 26,3%
know/did

Table A1.2E. Offer of fake, pirated, or dubious origin (theft and robbery) products to the company

In the last 12 months More than 12 months
Small Medium-sized Large Total Small Medium-sized Large
companies companies companies companies companies companies
Not occurred 71,9% 76,0% 64,5% 72,5% 59,5% 63,5% 58,1% 60,6%
Occurred 8,1% 6,7% 12,9% 8,1% 10,5% 9,6% 16,1% 10,7%
Does ot 20,0% 17,3% 22,6% | 194%  30,0% 26,9% 25,8% 28,7%
know/did
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Table A1.3. Estimated losses due to the crimes in respect to the company annual turnover (only companies

that were victim of any of the crimes mentioned before in the last 12 months)

all compa ed ed companie arge comp otal of companie
Up to 0.5% 52,7% 77,6% 63,2% 61,5%
From 0.6% to 1.0% 9,7% 4,1% 5,3% 7,5%
From 1.1% to 1.5% 5,4% 2,0% 0,0% 3,7%
From 1.6% to 2.0% 1,1% 2,0% 5,3% 1,9%
From 2.1% to 2.5% 4,3% 2,0% 5,3% 3,7%
From 2.6% to 3.0% 1,1% 2,0% 0,0% 1,2%
From 3.1% to 3.5% 0,0% 2,0% 0,0% 0,6%
From 3.6% to 4.0% 2,2% 0,0% 0,0% 1,2%
From 4.1% to 4.5% 0,0% 0,0% 0,0% 0,0%
From 4.6% to 5.0% 1,1% 0,0% 0,0% 0,6%
More than 5.0% 7,5% 4,1% 0,0% 5,6%
Did not answer 14,9% 4,2% 20,9% 12,5%

Table A1.4. Company aware of employee involved in crimes (only for companies that were victims
of any of the crimes mentioned in the last 12 months)

all companie ed ed co e arge companie otal of companie
Yes 29,0% 49,0% 26,3% 34,8%
No 60,2% 51,0% 57,9% 57,1%
Did not answer 10,8% 0,0% 15,8% 8,1%

Table Al.5. Registration of police reports at the police station (only for companies that were victim of any of

the crimes mentioned in the last 12 months)

Small companies

Medium-sized companies

Large companies

Total of companies

Yes 45,2% 51,0% 84,2% 51,6%
?0‘2 ae::::fn:im”ld take 9,7% 2,0% 0,0% 6,2%
No, for other reasons 21,5% 28,6% 5,3% 21,7%
No, because it is useless 12,9% 14,3% 0,0% 11,8%
Did not answer 10,7% 4,1% 10,5% 8,7%
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Table Al1.6. Evaluation of police operations when the company is victim of crimes (only companies that were

victim of any of the crimes mentioned before in the last 12 months)

Local service (PM)

Report and investigation (police station)

Small Medium-sized Large SELl Medium-sized Large Total
companies companies companies companies companies companies

Very efficient 6,5% 2,0% 15,8% 6,2% 4,3% 0,0% 10,5% 3,7%
Efficient 15,1% 28,6% 52,6% 23,6% 9,7% 14,3% 31,6% 13,7%
Minimally 18,3% 8,2% 5,3% 13,7% 19,4% 20,4% 31,6% 21,1%
efficient
Not efficient 19,4% 20,4% 5,3% 18,0% 25,8% 28,6% 15,8% 25,5%
Did not answer 40,7% 40,8% 21,0% 38,5% 40,8% 36,7% 10,5% 36,0%

Table A1.7. Contact with the Public Ministry or judge due to the crime (only for companies that were victim of

any of the crimes mentioned before in the last 12 months)

Small companies

Medium-sized companies

Large companies

Total of companies

Yes 6,5% 10,2% 10,5% 8,1%
No 80,6% 83,7% 84,2% 82,0%
Did not answer 12,9% 6,1% 5,3% 9,9%

Table A1.8. Evaluation of the Public Ministry and Judiciary Power perations (only for companies that were
victim of any of the crimes mentioned in the last 12 months)

Public Ministry

Judiciary Power

Small Medium-sized Large SEll Medium-sized Large
companies companies companies companies companies companies

Very efficient 0,0% 0,0% 0,0% 0,0% 0,0% 0,0% 0,0% 0,0%
Efficient 4,3% 12,2% 21,1% 8,7% 5,4% 8,2% 15,8% 7,5%
Minimally 6,5% 6,1% 0,0% 5,6% 4,3% 10,2% 5,3% 6,2%
efficient

Not efficient 5,4% 12,2% 0,0% 6,8% 6,5% 10,2% 5,3% 7,5%
Did not answer 83,8% 69,5% 78,9% 78,9% 83,8% 71,4% 73,6% 78,8%
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Table A1.9. Information regarding the occurrence of crimes against partners, neighboring companies, and
nearby companies

Small companies Medium-sized companies Large companies Total of companies

At least one crime in the

0, 0, 0 o
last 12 months 31,9% 38,5% 41,9% 34,8%

At least one crime in more

0 0 0 9
i\ / than 12 months 24,3% 35,6% 35,5% 28,7%
\ y

\ / At least one crime at any 37,6% 48,1% 41,9% 41,0%
moment

Table A1.10A. Occurrences of theft, robbery, or embezzlement of products, equipment, or money from part-
ners, neighboring companies, and nearby companies within the company (head offices or branches)

In the last 12 months More than 12 months

Small Medium-sized Large Small Medium-sized Large

companies companies companies companies companies companies Ireiel

7 Not occurred 14,3% 14,4% 16,1% 14,5% 11,9% 11,5% 12,9% 11,9%
Occurred 23,3% 29,8% 19,4% 24,9% 19,0% 28,8% 16,1% 21,7%

E:s\fv?;::l 62,4% 55,8% 645% | 60,6% 69,1% 59,7% 71,0% 66,4%

Table A1.10B. Occurrences of robbery, theft, or embezzlement of products, equipment, or many from
partners, neighboring companies, and nearby companies during transportation (cargo or valuables)

In the last 12 months More than 12 months
Small Medium-sized Large Small Medium-sized Large Total
companies companies  companies companies companies companies
Not occurred 14,8% 18,3% 19,4% 16,2% 11,4% 12,5% 12,9% 11,9%
Occurred 17,1% 22,1% 32,3% 20,0% 13,8% 23,1% 32,3% 18,3%
Does not 68,1% 59,6% 48,3% 63,8% 74,8% 64,4% 54,8% 69,8%
/ know/did
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Table A1.10C. Occurrence of forgery or piracy of products in partners, neighboring companies, and nearby
companies by third parties

More than 12 months

In the last 12 months

Small Medium-sized Large Small Medium-sized Large
companies companies  companies companies companies companies
Not occurred 15,7% 18,3% 22,6% 17,1% 11,9% 15,4% 22,6% 13,9%
Occurred 7,1% 8,7% 12,9% 8,1% 5,7% 9,6% 9,7% 7,2%
Does not 77,2% 73,0% 64,5% 74,8% 82,4% 75,0% 67,7% 78,9%
know/did

Table A1.10D. Occurrences of larceny by means of scams using the Internet, telephone, or electronic equip-
ment against partners, neighboring companies, and nearby companies

More than 12 months

In the last 12 months

Small Medium-sized Large Small Medium-sized Large
companies companies companies companies companies companies
Not occurred 13,8% 16,3% 22,6% 15,4% 10,0% 14,4% 25,8% 12,8%
Occurred 13,8% 17,3% 16,1% 15,1% 10,5% 16,3% 16,1% 12,8%
Does ot 72,4% 66,4% 61,3% 69,5% 79,5% 69,3% 58,1% 74,4%
know/did

Table A1.10E. Offer of fake, pirated, or dubious origin (theft and robbery) products to partners, neighboring
companies, and nearby companies

More than 12 months

In the last 12 months

Small Medium-sized Large Small Medium-sized Large
companies companies companies companies companies companies
Not occurred 15,7% 18,3% 25,8% 17,4% 11,0% 16,3% 29,0% 14,2%
Occurred 8,6% 10,6% 9,7% 9,3% 7,1% 11,5% 6,5% 8,4%
Does not 75,7% 71,1% 64,5% 73,3% 81,9% 72,2% 64,5% 77,4%
know/did
72 TRANSNATIONAL ILLICIT TRADE IN SAO PAULO - 2016 YEARBOOK




Table A1.11. Information regarding the occurrence of crimes against employees, suppliers, or customers

Small companies Medium-sized companies Large companies Total of companies

At least one crime in the 37,6% 44.2% 25,8% 38,6%
last 12 months

At least one crime in more 29,5% 34,6% 29,0% 31,0%
than 12 months

At least one crime at any 48,1% 47,1% 29,0% 46,1%
moment

Table A1.12A. Occurrence of robbery or theft close to or while commuting to work by employees, suppliers,
and customers

In the last 12 months More than 12 months
Small Medium-sized Large Small Medium-sized Large
companies companies companies companies companies companies
; Not occurred 28,6% 22,1% 29,0% 26,7% 17,6% 16,3% 22,6% 17,7%
Occurred 36,7% 43,3% 25,8% 37,7% 29,0% 33,7% 29,0% 30,4%
Does not 34,7% 34,6% 45,2% 35,6% 53,4% 50,0% 48,4% 51,9%
know/did

Table A1.12B. Occurrence of rape or homicide close to or while commuting to work by employees,
suppliers, and customers

In the last 12 months More than 12 months
Small Medium-sized Large Small Medium-sized Large
companies companies companies companies companies companies
Not occurred 48,1% 49,0% 48,4% 48,4% 35,2% 36,5% 45,2% 36,5%
Occurred 4,8% 6,7% 6,5% 5,5% 4,3% 5,8% 9,7% 5,2%
Does not 47,1% 44,3% 451% | 46,1% 60,5% 57,7% 45,1% 58,3%
/ know/did
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Table A1.13. Problems with employees involved in illicit activities

Small companies Medium-sized companies Large companies Total of companies

At least one crime in the 13,8% 36,5% 32,3% 22,3%
last 12 months

At least one crime in more 26,2% 36,50 35,50 30,1%
than 12 months

At least one crime at any 29,0% 44,2% 38,7% 34,5%
moment

Table A1.14A. Employees involved with drug trafficking

In the last 12 months More than 12 months
SELl Medium-sized Large Total SELl Medium-sized Large
companies companies companies companies companies companies
Not occurred 67,1% 56,7% 51,6% 62,6% 50,5% 41,3% 48,4% 47,5%
Occurred 3,3% 10,6% 25,8% 7,5% 8,6% 16,3% 22,6% 12,2%
Does not 29,6% 32,7% 22,6% 29,9% 40,9% 42,4% 29,0% 40,3% ;
know/did

Table A1.14B. Employees involved with illegal drug addiction (marijuana, crack, cocaine,
heroin, amphetamines, etc.)

In the last 12 months More than 12 months
SELl Medium-sized Large SELl Medium-sized Large
companies companies companies companies companies companies
Not occurred 59,5% 36,5% 35,5% 50,4% 41,9% 25,0% 29,0% 35,7%
Occurred 13,3% 34,6% 32,3% 21,4% 21,4% 32,7% 32,3% 258%
Does not 27,2% 28,9% 32,2% 28,2% 36,7% 42,3% 38,7% 38,5%
know/did
\
\
\
Table A1.14C. Employees involved with illegal firearm carrying/possession \
In the last 12 months More than 12 months
Small Medium-sized Large Total Small Medium-sized Large
companies companies companies companies companies companies
Not occurred 71,9% 60,6% 54,8% 67,0% 52,4% 46,2% 45,2% 49,9%
Occurred 1,4% 1,0% 0,0% 1,2% 5,2% 1,7% 6,5% 6,1%
Does not 26,7% 38,4% 45,2% 31,8% 42,4% 46,1% 483% | 44,0%
know/did
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Table A15. Evaluation of the criminal justice system

Medium-sized

Small companies : Large companies Total of companies
companies
Very efficient 0,0% 1,0% 0,0% 0,3%
Efficient 2,4% 2,9% 6,5% 2,9%
Minimally efficient 32,9% 51,9% 45,2% 39,7%
Not efficient 50,0% 37,5% 45,2% 45,8%
Did not answer 14,7% 6,7% 3,1% 11,3%

Table A16. Protection measures adopted by the companies (multiple answer)

Medium-sized

Small companies Large companies Total of companies

companies

Insurance 74,8% 81,7% 80,6% 77,4%
; Outsourced private security (patrimony, escort, 35,79% 58,7% 51,6% 44.1%

GPS, etc.)

Own private security (organic) 11,0% 13,5% 45,2% 14,8%

Standardized safety procedures 23,8% 47,1% 54,8% 33,6%

Safety performance indicators 1,0% 4,8% 19,4% 3,8%

Electron!c safety (CCTV, access control, 61,9% 72,1% 64.5% 65,20

electronic fence, etc.)

None of the above 4,8% 2,9% 0,0% 3,8%

Others 5,2% 1,9% 0,0% 3,8%

Did not answer 1,4% 0,0% 3,2% 1,2%

Table A17. Crimes against the company and against the population in general discourage or impair the com-
pany’s entrepreneurial actions

/

/ Small companies Medium-sized companies Large companies Total of companies
Yes 22,9% 20,2% 29,0% 22,6%
No 55,2% 60,6% 58,1% 57,1%
Did not answer 21,9% 19,2% 12,9% 20,3%
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ANNEX Il - SOURCES

GENERAL CONSIDERATIONS

The coverage of the markets studied is exclusively national/local, and therefore im-
ported products are not considered herein.

Doubts and questions regarding the calculation notes may be clarified by
means of communication in written to the Fiesp Illicit Trade Observatory Coordinator
via email: joao.martins@stratelli.com.br.

FEDERAL AGENTS

MINISTRY OF FINANCE - SCHOOL OFFINANCIALADMINISTRATION . ESAF Public Notice
No. 18. Available at: http://www.esaf.fazenda.gov.br/assuntos/concursos publicos
em-andamento-1/afrfb-2014/edital-18-aber.pdf. Accessed on: 7/27/2016.

INSTITUTO BRASILEIRO DE PLANEJAMENTO E TRIBUTACAO (IBPT - BRAZILIAN PLAN-
NING AND TAX INSTITUTE). 2014 Invoice Tax Table. Tax incidence data. Available
by means of registration at: https://deolhonoimposto.ibpt.org.br/. Accessed on:
7/27/2016.

STUDENT

CAMPANHA NACIONAL PELO DIREITO A EDUCACAO (NATIONAL CAMPAIGN FOR THE
RIGHT TO EDUCATION). Educagao publica de qualidade: quanto custa esse direito?,
2011 (Quality publicschools: how much does thisright cost?). Available at: http://www.
campanhaeducacao.org.br/media/arquivo/publicacoes/CAQieducativo 2Edicao.
pdf. Accessed on: 7/27/2016.

INSTITUTO BRASILEIRO DE PLANEJAMENTO E TRIBUTACAO (IBPT - BRAZILIAN PLAN-
NING AND TAX INSTITUTE). 2014 Invoice Tax Table. Tax incidence data. Available
by means of registration at: https://deolhonoimposto.ibpt.org.br/. Accessed on:
7/27/2016.
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http://www.campanhaeducacao.org.br/media/arquivo/publicacoes/CAQieducativo_2Edicao.pdf
http://www.campanhaeducacao.org.br/media/arquivo/publicacoes/CAQieducativo_2Edicao.pdf
https://deolhonoimposto.ibpt.org.br/

BASIC FOOD BASKET

DEPARTAMENTO INTERSINDICAL DE ESTATISTICA E ESTUDOS SOCIOECONOMICOS
(DIEESE - DEPARTMENT OF STATISTICS AND SOCIO-ECONOMIC STUDIES). Basic Food
Basket. Available at: https://www.dieese.org.br/cesta/. Accessed on: 07/27/2016.

BORDER CONTROL

SINDIRECEITA. Fronteiras abertas: um retrato do abandono da aduana brasile-
ira (Open borders: a portrait of the abandonment of Brazilians customs). Available
at:  http://issuu.com/sindireceita/docs/livro_fronteiras abertas/1. Accessed on:
7/27/2016.

SINDIRECEITA. Controle de fronteiras: uma analise do abandono da aduana brasile-
ira (Border control: analysis of the abandonment of Brazilians customs). Available at:
http://sindireceita.org.br/wp-content/uploads/2015/06/documento-aduana-brasil-
final-29.pdf. Accessed on: 7/27/2016.

Federal Revenue Speedboats are an example of negligence Tributu$ Magazine.
Available at: http://sindireceita.org.br/wp-content/uploads/2012/01/lanchas.pdf. Ac-
cessed on: 7/27/2016.

O ESTADO DE SAO PAULO. O efeito da crise na seguranga (the effects of the cri-
sis on safety). Data related to the Integrated Border Monitoring System (Sisfron).
Available  at:  http://opiniac.estadao.com.br/noticias/geral,0-efeito-da-crise-na-
seguranca,1697826. Accessed on: 7/27/2016.

O ESTADO DE SAO PAULO. Borders. Data related to the Integrated Border Mon-
itoring System (Sisfron). Available at: http://opiniac.estadao.com.br/noticias
geral,fronteiras,1740931. Accessed on: 7/27/2016.

HOSPITAL FUNDING

ZANCHET, Aladio; BELINI, Giusley; KINZLER, Jante. Estrutura de custos de um hospital
publico e seu resultado econdmico: um estudo de caso (Public hospital cost structure
and economic result: case study). Ciéncias Sociais Aplicadas em Revista (Applied
Social Science Magazine), v. 7, n. 13, 2007. Available at: http://e-revista.unioeste.br,

index.php/csaemrevista/article/viewArticle/2010. Accessed on: 7/27/2016.

INSTITUTO BRASILEIRO DE PLANEJAMENTO E TRIBUTACAO (IBPT - BRAZILIAN PLAN-
NING AND TAX INSTITUTE). 2014 Invoice Tax Table. Tax incidence data. Available
by means of registration at: https://deolhonoimposto.ibpt.org.br/. Accessed on:
7/27/2016.
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CRIMINAL JUSTICE SYSTEM COSTS

SAO PAULO. Legislative Assembly of Sdo Paulo. Financial statement of the last
years. Data related to budget from 2011 and 2012. Available at: http://www.al.sp.gov.
br/leis/orcamento/demonstrativo-dos-ultimos-exercicios/. Accessed on: 7/27/2016.

SAO PAULO. Planning and Management Department Budgets. Data related to bud-
get from 2010 to 2015. Available at: http://www.planejamento.sp.gov.br/index.
php?idd=16&id=13. Accessed on: 7/27/2016.

HEALTH CARE SYSTEM (SUS) COSTS

SAO PAULO. Secretaria de Seguranca Publica (SSP-SP - Public Security Department).
Planejamento e Organizagdo de Instituicdes de Salde (Planisa - Health Institution
Planning and Organization). Trabalhando em Redes Cooperativas: Compartilha-
mento para SUStentabilidade (Working in cooperative networks: sharing SUStain-
ability). Data related to the number of intentional homicides, attempted intentional

homicides, theft, robbery, and personal injuries. Available at: http://www.ssp.sp.gov.
br/novaestatistica/Pesguisa.aspx. Accessed on: 7/27/2016.

SCHOOL

CAMPANHA NACIONAL PELO DIREITO A EDUCACAO (NATIONAL CAMPAIGN FOR THE
RIGHT TO EDUCATION). Educagao publica de qualidade: quanto custa esse direito?,
2011 (Quality publicschools: how much does this right cost?). Available at: http://www.
campanhaeducacao.org.br/media/arquivo/publicacoes/CAQieducativo 2Edicao.
pdf. Accessed on: 7/27/2016.

INSTITUTO BRASILEIRO DE PLANEJAMENTO E TRIBUTACAO (IBPT - BRAZILIAN PLAN-
NING AND TAX INSTITUTE). 2014 Invoice Tax Table. Tax incidence data. Available
by means of registration at: https://deolhonoimposto.ibpt.org.br/. Accessed on:
7/27/2016.

HOMICIDES - RATE OF 100,000/INHABITANTS -
COMPARATIVE STUDIES

UNITED NATIONS OFFICE ON DRUGS AND CRIME (UNODC). Global Study on Homi-
cide 2013. Data related to homicide rates of 100,000/inhabitants, from 2007 to 2013,
in Brazil, Chile, United States, Italy, United Kingdom, Northern Ireland, and Uruguay.
Available a: https://www.unodc.org/documents/gsh/pdfs/2014 GLOBAL HOMICIDE
BOOK_web.pdf. Accessed on: 7/27/2016.
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THEFTS LEVEL - RATE OF 100,000/INHABITANTS -
COMPARATIVE STUDIES

UNITED NATIONS OFFICE ON DRUGS AND CRIME (UNODC). UNODC Statistic. Crime
and Justice. Crime - Robbery. Dados referentes a taxa de roubos de 100 mil/habi-
tantes, de 2007 a 2013, em Brasil, Estados Unidos, Italia, Paraguai e Reino Unido. Dis-
ponivel em: https://data.unodc.org/#state:0. Accessed on: 7/27/2016.

NATIONAL ILLICIT PRODUCTION

SAQ PAULO. Secretaria de Seguranca Publica (SSP-SP - Public Security Department).
Police reports registered per month by SSP-SP. Data related to robbery and theft
from 2010 to 2012. Available at: http://www.ssp.sp.gov.br/novaestatistica/Trimestrais.
aspx. Accessed on: 7/27/2016.

SAQ PAULO. Secretaria de Seguranca Publica (SSP-SP - Public Security Department).
Police reports registered per month by SSP-SP. Data related to robbery and theft
from 2012 to 2015. Available at: http://www.ssp.sp.gov.br/novaestatistica/Pesquisa.
aspx. Accessed on: 7/27/2016.

FOODSTUFF SECTOR

UNITED NATIONS. United Nations Office on Drugs and Crime (UNODC). Focus on
illicit traffic of counterfeit products and transnational organized crime. Avail-
able at: https://www.unodc.org/documents/lpo-brazil//Topics crime/Campanhas
Counterfeit focussheet PT HIRES.pdf. Data related to the description of the food-
stuff sector and seizure reports. Accessed on: 7/27/2016.

SINDICATO DAS EMPRESAS DE TRANSPORTES DE CARGA DE SAO PAULO E REGIAO
(SETCESP - SAO PAULO AND REGION FREIGHT COMPANY UNION). Cargo theft sta-
tistics for the State of Sao Paulo. Available at: http://www.setcesp.org.br/servicos-
operacional/informacoes/estatisticas-roubo-de-cargas/23. Accessed on: 7/27/2016.

SAQ PAULO. Secretaria de Seguranca Publica do Estado de Sdo Paulo (SSP-SP - S&o
Paulo State Public Security Department). Police reports registered per month by
SSP-SP. Data related to foodstuff cargo theft from 2012 to 2015. Available at: http://
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BRASIL. Ministry of Finance. Brazil Federal Revenue Office Customs Balance.
Data related to beverage seizures from 2010 to 2015. Available at: http://idg.receita.
fazenda.gov.br/dados/resultados/aduana. Accessed on: 7/27/2016.

The Federal Revenue Office seizure data refers to Brazil, only the cargo theft data was
provided by the Setcesp (S&o Paulo and Region Freight Company Union, by the Fet-
cesp (Sé&o Paulo Freight Company Federation) and by SSP (Sao Paulo State Public
Security Department).
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